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November 19, 2008

Honorable Julie Benafield Bowman
Commissioner of Insurance
Arkansas Insurance Department
1200 West Third Street

Little Rock, Arkansas 72201-1904

Attention: William R. Lacy, Director

Property and Casualty Division
Approved until withdrawr

) or revok
RE: Insurance Services Office,Inc. ed

EC-2008-OFR08 NOV 2 5 2008

E-Commerce Multistate Forms Revision

State of Arkansas Q;EW"E‘:%’W%@

Dear Mr. Lacy:

N

On behalf of those participating insurers that have authorized Insurance Services Ofﬁée, Inc. to
do so, we hereby file the captioned filing.

It is proposed that this revision will become effective in accordance with the following rule of
application:

These changes are applicable to all polices written on or after November 1, 2009.

Companion filings EC-2008-ORUO08 (rules), EC-2008-RLCO8 (loss coéts), and RP-2008-RECO08
(rating plan) will be submitted under separate cover.

Please return an acknowledged copy of this cover letter for our records. An addressed, stamped
envelope is enclosed for your convenience. We have also included an additional copy of this letter
and envelope; we request that you return it now with a “received” stamp to confirm that you have
received the filing. :

Very truly yours,

L s> /22 20 o
Donald J. Beckel, CPCU, ARM i RE@EE%E%

Assistant Regional Manager

Government Relations : | NOV 24 2008

DJB:dib CASUALTY DIVISION
_PROPERTY AND

Encl. ARKANSAS INSURANCE DEPARTMENT
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Effective March 1, 2007

ARKANSAS
Property & Casualty Transmittal Document
;1??‘;Re__s_erved for Insuranceg 2. . Insurance Department Use only
' L N a. Date the filing is received:
b. Analyst:
¢. Disposition:
Approved until withdrawni d. Date of disposition of the filing:
or revoked : e. Effective date of filing: i Vid
e New Business i< 4 B
NOV 25 2008 Renewal Business 4 mnv o4 anne
Arkansas, Insurance Department f. State Filing #: POV <% 00
By: XZ «%M g. SERFF Filing #:
_ h. Subject Codes | PRUPERTY AND CASUALTY DIVIS{ON
SRAANOAY NG :NT
3. | Group Name Group NAIC #
4. | Company Name(s) Domicile NAIC # FEIN # State #
Insurance Services Office, Inc. DE 13-3131412
5. | Company Tracking Number EC-2008-OFR08
Contact Info of Filer(s) or Corporate Officer(s) [include toll-free number]
6. Name and address Title Telephone #s FAX # e-mail
Donald J. Beckel Asst. (214) 390-1825 (214) 390-1975 | DBECKEL@iso.com
Insurance Services Office, Inc. Regional Ext. 224
2828 E. Trinity Mills Rd., Ste. 150 | Manager
Carrollton, TX 75006
7. | Signature of authorized filer / )Wj /Z«WW {,;
8. | Please print name of authorized filer Donald J. Beckel

Filing information (see General Instructions for descriptions of these fields)

9. | Type of Insurance (TOl) 05.0 CMP
10. | Sub-Type of Insurance (Sub-TOl) 05.0005
11. | State Specific Product code(s)(if
applicable)[See State Specific Requirements]

12. | Company Program Title (Marketing title) | E-Commerce

13. | Filing Type [ ] Rate/Loss Cost [ 1Rules []Rates/Rules
X Forms [] Combination Rates/Rules/Forms
[] Withdrawal [] Other (give description)

14. | Effective Date(s) Requested New: | 11/01/2009 | Renewal: | 11/01/2009

15. | Reference Filing? [] Yes [X No

16. | Reference Organization (if applicable) | Not Applicable

17. | Reference Organization # & Title Not Applicable

18. | Company's Date of Filing N//9/048

19. | Status of filing in domicile [ ] Not Filed [X] Pdnding [_] Authorized [ ] Disapproved

PC TD-1 pg 1 of 2
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Effective March 1, 2007 , ARKANSAS

Property & Casualty Transmittal Document---

[ 20. | This filing transmittal is part of Company Tracking # | EC-2008-OFR08 |

| 21. | Filing Description [This area can be used in lieu of a cover letter or filing memorandum and is free-form text] \

This filing introduces the second phase of the development of ISO's E-Commerce program. Included in this filling is a
new policy designed for financial institutions known as the Financial Institutions Information Security Protection Policy.
We are also revising the existing Internet Liability And Network Protection Policy (now known as the Information
Security Protection Policy).

Filing Fees (Filer must provide check # and fee amount if applicable)
[If a state requires you to show how you calculated your filing fees, place that calculation below]

Check# /06 366

Amount: ﬁlnm

22.

Refer to each state's checklist for additional state specific requirements or instructions on
calculating fees.

***Refer to each state's checklist for additional state specific requirements (i.e. # of additional copies requnred
other state specific forms, etc.)

PC TD-1 pg 2 of 2
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Effective March 1, 2007

FORM FILING SCHEDULE

ARKANSAS

(This form must be provided ONLY when making a filing that includes forms)
(Do not refer to the body of the filing for the forms listing, unless allowed by state.)

I 1. | This filing transmittal is part of Company Tracking # l EC-2008-OFRO8

2. | This filing corresponds to rate/rule filing number EC-2008-ORUO08
(Company tracking number of rate/rule filing, if applicable) .
; Form Name Form # geplacemcnt Ii ;'c;t).lacerzent, }:;'.evious si)ate
. L . . r sive form iling number,
/Description/Synopsis | Include edition date withdrawn? i replaces ifrec;guired by state
- . | EC00101109 L] New
01 gi??g?éf%gg;mty Xl Replacement | EC 00 10 07 05
[] Withdrawn
Financial Institutions | EC 0011 11 09 > New
02 | Information Security (] Replacement
Protection Policy [ ] Withdrawn
EC 1001 11 09 ] New
03 | Policy Changes X Replacement | EC 10 01 07 05
[ ] Withdrawn _ _
Resident Agent EC 10021109 [ ] New EC 10 02 07 05
0 Countersignature X Rgp lacement
» [ ] Withdrawn
o EC 1003 11 09 [] New
04 i;’g:;:glol;g : X Replacement | EC 1003 07 05
[ ] Withdrawn
Calculation Of EC 10051109 L] New EC 10050705
0s Premium X Re_placement
[] Withdrawn
Supplemental EC 2001 11 09 [ ] New
06 | Extended Reporting X Replacement | EC 20 01 07 05
Period [ ] Withdrawn
Include Specified EC 20021109 [ ] New
07 | Individuals As X Replacement | EC 20 02 07 05
Employees [ ] Withdrawn
Amend Territory EC20031109 é New
Condition For Replacement -
o8 Wrongful Acts Or ] Wi}t)hdrawn EC2003 0705
Suits
Amend Territory EC 2004 1109 [ ] New EC 20 04 07 05
09 | Condition - Suits X Replacement
Worldwide [ ] Withdrawn
Agreed Value For EC 20051109 [ ] New EC 20 0507 05
10 | Business Income X Replacement
Loss [} Withdrawn
Amend Definition Of | EC 20 06 11 09 X} New
11 | Security Breach ' [] Replacement
[ ] withdrawn
Exclusion - EC 2007 11 09 X New
12 | Regulatory Agency [ ] Replacement
[ ] Withdrawn

)
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FORM FILING SCHEDULE (cont.)

State:  ARKANSAS Company Tracking #: EC-2008-OFR08 Page 2 of 3
5 Form Name Form # gep]acemcnt If re;;lacer;ent, ?;'.evious s:)ate
. ‘e . e r rive form iling number,
/Description/Synopsis | Include edition date Withdrawn? i:t replaces ifrec%uired by state
Include Retroactive | EC 20 08 11 09 X New
13 | Date For Named ('] Replacement
Subsidiary(ies) [ ] Withdrawn
Cap On Losses From | EC 21 01 11 09 [ | New EC 21010108
14 | Certified Acts Of X Replacement
Terrorism [[] Withdrawn ,
Exclusion Of EC 21031109 [ ] New ' EC 2103 01 08
15 | Certified Acts Of D4 Replacement
Terrorism [ ] Withdrawn
Disclosure Pursuant | EC 21 05 11 09 [ ] New EC 21050108
16 | To Terrorism Risk . X Replacement
Insurance Act ] Withdrawn
Conditional EC2108 1109 [ ] New EC 21 08 07 06
Exclusion Of X Replacement
|7 | Terrorism (Relating [ ] Withdrawn
To Disposition Of
Federal Terrorism
Risk Insurance Act) ] _
Exclusion Of EC 21091109 [ ] New EC 21 09 07 06
18 | Terrorism X] Replacement
[ ] Withdrawn
Extended Reporting | EC 21 10 11 09 [ | New EC 21100706
19 | Period For Terrorism X Replacement
Coverage [ ] Withdrawn
Application For EC AP O1 11 09 [ ] New EC AP 01 08 05
20 | Information Security X Replacement
Protection Policy [ ] Withdrawn
Application For ECAP 111109 X New
2 Financial Institutions [ ] Replacement
Information Security [] Withdrawn
Protection Policy
Information Security | EC DS 01 11 09 [ New ECDS 010705
22 | Protection Policy X Rgplacement
Declarations [] Withdrawn
Financial Institutions | EC DS 11 11 09 X New
2 Information Security [ ] Replacement
Protection Policy [ ] Withdrawn
Declarations
Arkansas Changes EC01311109 [ New ECO01310705
24 Xl Replacement
[ ] Withdrawn
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FORM FILING SCHEDULE (cont.)

State: ARKANSAS Company Tracking #: EC-2008-OFROS Page 3 of 3

Form Name Form # Replacement If- replacement, I"_r.evious state

3. /Description/Synopsis | Include edition date Or give form # filing number,
Withdrawn? it replaces if required by state

Arkansas Changes —

ECO01361109

[ ] New

EC01360705

25 | Extended Reporting X Replacement

Periods [] withdrawn

Arkansas Changes— | EC 02 11 11 09 [ ] New EC 02 1107 05
26 | Cancellation And X Replacement

Nonrenewal [ ] Withdrawn

[ ] New

[] Replacement
[ ] Withdrawn

[ ] New

[] Replacement
[ ] Withdrawn

[ ] New

[] Replacement
[ ] Withdrawn

(] New

(] Replacement
[ ] Withdrawn

[ ] New
] Replacement
[ ] Withdrawn

[ ] New
(] Replacement
] Withdrawn

(] New
(] Replacement
[ ] Withdrawn

[ ] New
[] Replacement
E] Withdrawn

[ | New

[] Replacement
[] Withdrawn

[ ] New

[] Replacement
[ ] Withdrawn







ARKANSAS
E-COMMERCE
FORMS FILING EC-2008-OFR08 (SUPPLEMENT)

Arkansas Forms Supplement
About This Filing

This supplement to multistate forms filing EC-2008-OFRO08 revises various
Arkansas-specific endorsements.

Revised Forms
We are revising the following endorsements:
¢ Arkansas Changes EC 01 31 07 05
¢ Arkansas Changes — Extended Reporting Periods EC 01 36 07 05
¢ Arkansas Changes — Cancellation And Nonrenewal EC 02 11 07 05

We have used a format of strilang-threugh deletions, underlining additions and
inserting a revision bar in the left margin to indicate changes from the above-
referenced editions to the 11 09 editions. Concurrent with implementation, the 11
09 editions will supersede the prior editions.

Multistate Applicability

Binding Arbitration endorsement EC 10 04 does not apply in Arkansas.

Related Filings

¢ Rules Filing EC-2008-ORU08
¢ Loss Costs Filing EC-2008-RLC08
¢ Rating Plan Filing RP-2008-REC08

Background

In Multistate Forms Filing EC-2008-OFRO8 we are introducing the second phase
of the development of ISO's E-Commerce program. Included in the filing is a
new policy designed for financial institutions known as the Financial Institutions
Information Security Protection Policy. The policy contains eight separate
insuring agreements: Web Site Publishing Liability, Security Breach Liability,
Programming Errors And Omissions Liability, Replacement Or Restoration Of

© Insurance Services Office, Inc., 2008 }







' ARKANSAS — E-COMMERCE |
FORMS FILING EC-2008-OFR08 (SUPPLEMENT) Page 2

Electronic Data, Extortion Threats, Business Income And Extra Expense, Public
Relations Expense and Security Breach Expense.

In the filing we are also revising the existing Internet Liability And Network
Protection Policy (now known as the Information Security Protection Policy).
This policy is being revised to include many of the enhanced coverage features
found in the financial institutions version, including the new coverage for
security breach.

Explanation of Changes

We are revisiﬁg the following endorsements:

¢ Arkansas Changes EC 01 31;

¢ Arkansas Chénges — Extended Reporting Periods EC 01 36; and
¢ Arkansas Changes — Cancellation And Nonrenewal EC 02 11

to reflect editorial changes which include adding reference to the new Financial -
Institutions Information Security Protection Policy and revising the title of the
Internet Liability And Network Protection Policy (now known as the
Information Security Protection Policy).

EC 01 36 is further revised to add a regulatory exclusion in regards to the
provisions of the Automatic and Supplemental Extended Reporting Periods in
respect to the Financial Institutions Information Security Protection Policy only

Copyright Explanation

The material distributed by Insurance Services Office, Inc. is copyrighted. All
rights reserved. Possession of these pages does not confer the right to print,
reprint, publish, copy, sell, file or use same in any manner without the written
permissibn of the copyright owner.

Important Note

Insurance Services Office, Inc. (ISO) makes available advisory services to
property/casualty insurers. ISO has no adherence requirements. ISO policy forms
and explanatory materials are intended solely for the information and use of
ISO's participating insurers and their representatives, and insurance regulators.
Neither ISO's general explanations of policy intent nor opinions expressed by
ISO's staff necessarily reflect every insurer's view or control any insurer's
determination of coverage for a specific claim. ISO does not intercede in
coverage disputes arising from insurance policies. If there is any conflict between
a form and any other part of the attached material, the provisions of the form

apply.

© Insurance Services Office, Inc., 2008 %
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. E-COMMERCE
EC 013111 09

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.
ARKANSAS CHANGES

This endorsement modifies insurance provided under the following:

FINANCIAL INSTITUTIONS INFORMATION SECURITY PROTECTION POLICY :
INFERNET-HABHTY-AND-NETPAORKINFORMATION SECURITY PROTECTION POLICY

A. The following paragrapb-is added to Section VI - C. Fhefollowingreplaces-Paragraph %a. of the Sub- . R

Conditions: rogation_Condition in Section VI — Conditions:_is
Multi-year pPolicies replaced by the following:
We may issue this policy for a term in excess of a. To you until you have been fully compensated
twelve12 months with the premium adjusted on an for the "loss” sustained including expense in- E
annual basis in accordance with our rates and curred in obtaining full compensation for the
rules. ' : loss".
' ; ; D. The following is added to Paragraph a. of the
B. Paragraph b.(3) of the Legal Action Against Us X . — -
C?)ndgitiopr)l in S(e)ction_\li—gonditions- isgamended definition of "loss" in Section VIl — Definitions
as follows: H8-a.: V
e . Punitive or exemplary damages are damages that
t wit li fi th
_@Lg:tlssysofrrz:%?tem&nﬂig tge:;s rom the may be imposed to punish a wrongdoer and to de-

ter others from similar conduct.

\0

EC 01 311109 © Insurance Services Office, Inc., 2008 ' Page 1 of 1 O




E-COMMERCE
EC01361109

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.

ARKANSAS CHANGES - EXTENDED
REPORTING PERIODS |

This endorsement modifies insurance provided under the following:

FINANCIAL INSTITUTIONS INFORMATION SECURITY PROTECTION POLICY

INTERNET LHABILIFY-AND-NETWORKINFORMATION SECURITY PROTECTION POLICY

Paragraph—16-The Extended Reporting Periods
Condition in Section VI — Conditions is replaced by
the following:

16.Extended Reporting Periods

The provisions contained within this condition. ap-
ply only to Insuring Agreements 1. Web Site Pub-
lishing Liability, 2. Security Breach Liability and 3.
Programming Errors And Omissions Liability.

a. Automatic Extended Reporting Pertiod
(1) As—respecis-insuring-Agreements A —\Web
Site_PublishingLiabil ‘B N I

—aAn Automatic Ex-
tended Reporting Period is provided without
additional charge. This period starts with
the end of the "policy period" and lasts for
sixty {60} days. A "claim" received and re-
ported by the "insured" within this 60-day
period will be considered to have been re-
ceived within the "policy period". However,
the 60-day ‘Automatic Extended Reporting
Period does not apply to "claims” that are
covered under any subsequent insurance
purchased by the "insured”, or that would
be covered but for exhaustion of the Llimit
of linsurance applicable to such "claims".

(2) The Automatic Extended Reporting Period
does not extend the "policy period" or
change the scope of coverage provided. It
applies only to "claims" to which the follow-
ing applies:

(a) The "claim" is first made and reported to
us during the Automatic Extended Re-
porting Period; and

(b) The "claim" arose out of either a "wrong-
ful act” or the first of a series of "interre-
lated wrongful acts" which occurred on
or after the Retroactive Date, if any,
shown in the Declarations, and before
the end of the "policy period".

\\

b. Supplemental Extended Reporting Period

(1)

(2)

@)

(4)

As-respectsnsuring-Agreements-A—\\eb
Site_Publishing Liabil B N

; A Supplemental
Extended Reporting Period is available if
this insdrancepolicy is canceled or not re-
newed by us, but only by endorsement and
for an extra charge.

In order to obtain amra Supplemental Ex-
tended Reporting Period, you must give us
a written request for the Supplemental Ex-
tended Reporting Period Endorsement to-
gether with the full payment of the addi-
tional premium for the endorsement within
sixty (60} days after the end of the Auto-
matic Extended Reporting Period. The
Supplemental Extended Reporting Period
will not go into effect unless you pay the
additional premium promptly when due.

The Supplemental Extended Reporting
Period does not extend the "policy period"
or change the scope of coverage provided.
It applies only to "claims" to which the fol-
lowing applies: ' '

(a) The "claim" is first made and reported to
us during the Supplemental Extended
Reporting Period; and

(b) The "claim" arose out of either a "wrong-
ful act" or the first of a series of "interre-
lated wrongful acts" which occurred on
or after the Refroactive Date, .if any,
shown in the Declarations, and before
the end of the "policy period".

The Limit of Insurance available during the
Supplemental Extended Reporting Period
shall be no less than the greater of:

(a) The amount of coverage remaining in
the expiring Policy Aggregate Limit of
Insurance; or

EC 01 36 11 09 ' © Insurance Services Office, Inc., 2008 Page 1 of 2
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(b) Fifty percent (50%) of the Policy Aggre- -

gate Limit of Insurance at policy incep-
tion.

(5) Once in effect, the Supplemental Extended

Reporting Period may not be canceled. The
premium for the Supplemental Extended
Reporting Period Endorsement will be
deemed fully earned as of the date it is pur-
chased.

(6) With respect to the Financial Institutions

Information Security Protection Policy:

The provisions of the Basic Extended Re-
porting Period and the Supplemental Ex-
tended Reporting Period shall not extend to
any federal or state official or agency, or to
any receiver, conservator, trustee, rehabili-
tator or liquidator, acting or appointed to
take over the "Insured's" business for the
operation or liquidation thereof or for any

other purpose.

Vol

®© Insurance Servic_es Office, Inc., 2008
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_ E-COMMERCE
EC 021111 09

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.

ARKANSAS CHANGES - CANCELLATION
AND NONRENEWAL

This endorsement modifies insurance provided under the foliowing:

FINANCIAL INSTITUTIONS INFORMATION SECURITY PROTECTION POLICY
INTERNET-LABHITY-AND-NETFWORKINFORMATION SECURITY PROTECTION POLICY

A. Paragraph e. of the Cancellation Condition in
Section VI — Conditions is replaced by the follow-
ing:

I e. If this policy is cancelledcanceled, we will
send the first "named insured" any premium
refund due.

We will refund the pro rata unearned pre-
mium if the policy is:
| (1) CancelledCanceled by us or at our re-
quest;

| (2) GaneelledCanceled but rewritten with us
or in our company group;

‘ (3) GancelledCanceled because you no
longer have an insurable interest in the
property or business operation that is
the subject of this insurance; or

| (4) GancelledCanceled after the first year of
a prepaid policy that was written for a
term of more than one year.

I If the policy is cancelledcanceled at the re-
quest of the first "named insured”, other
l than a cancellation described in Paragraph
(3) or (4) -above, we will refund 90% of the
pro rata unearned premium. However, the

refund will be less than 90% of the pro rata -

i | unearned premium if the refund of such

| amount would reduce the premium retained
by us to an amount less than the minimum
premium for this policy.
The cancellation will be effective even if we
have not made or offered a refund.

\

|

|

If the first "named insured" cancels the pol-
icy, we will retain no less than $100 of the
premium.

\D

B. The following is added to the Cancellation Condi-
tion_in Section VI — Conditions:

g. Cancellation Of Policies In Effect More Than
60 Days

1.

If this policy has been in effect more than
60 days or is a renewal policy, we may
cancel only for one or more of the following
reasons:

(a) Nonpayment of premium;

(b) Fraud or material misrepresentation
made by you or with your knowledge in
obtaining the policy, continuing the pol-
icy or in presenting a claim under the
policy;

(c) The occurrence of a material change in
the risk which substantially increases
any hazard insured against after policy
issuance;

.(d) The violation of any local fire, health,

safety, building or construction regula-
tion or ordinance with respect to any in-

sured property or its occupancy which .

substantially increases any hazard in-
sured against under this policy;

(e) Nonpayment of membership dues in
those cases where our by-laws, agree-
ments or other legal instruments require
payment as a condition of the issuance
and maintenance of the policy; or

(f) A material violation of a material provi-
sion of the policy.

EC 02111109 © Insurance Services Office, Inc., 2008 Page 1 of 2
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2. If we cancel for:

(a) Nonpayment of premium, we will mail or
deliver written notice of cancellation,
stating the reason. for cancellation, to
the first "named insured" and any lien-
holder or loss payee named in the policy
at least 10 days before the effective
date of cancellation.

(b) Any other reason, we will mail or deliver
notice of cancellation to the first "named
insured" and any lienholder or loss
payee named in the policy at least 20
days before the effective date of cancel-
lation.

C. The following Cenditien-is added to Section VI -
Conditions and supersedes any other provision to
the contrary:

NONRENEWALNonrenewal

1.

if we decide not to renew this policy, we will
mail to the first "named .insured" shown in the
Declarations written notice of nonrenewal at
least 60 days before:

a. Its expiration date; or

b. Its anniversary date, if it is a policy written
for a term of more than one year and with
no fixed expiration date.

However, we are not required to send this no-
tice if nonrenewal is due to your failure to pay
any premium required for renewal.

We will mail our notice to the first "named in-

sured's” mailing address last known to us. If
notice is mailed, proof of mailing will be suffi-
cient proof of notice.

=

Page 2 of 2 © Insurance Services Office, Inc., 2008

EC 02111109

O







E-COMMERCE
FORMS FILING EC-2008-OFR08

2008 E-Commerce Multistate
Forms Revision

About This Filing

The first phase of ISO's E-Commerce program was introduced in July 2005 to

address the coverage needs of companies using and maintaining a web site to
conduct business. The Internet Liability And Network Protection Policy, which
was introduced at that time, was designed for commercial enterprises, including
not-for-profit organizations with a web presence.

This filing introduces the second phase of the development of ISO's E-Commerce
program. Included in this filing is a new policy designed for financial institutions
known as the Financial Institutions Information Security Protection Policy. The
policy contains eight separate insuring agreements: Web Site Publishing
Liability, Security Breach Liability, Programming Errors And Omissions
Liability, Replacement Or Restoration Of Electronic Data, Extortion Threats,
Business Income And Extra Expense, Public Relations Expense and Security
Breach Expense.

Among the insuring agreements provided in the policy, particularly noteworthy
are the two that address security breaches involving unauthorized acquisition or
disclosure of personal information collected by a financial institution. With the
rising frequency of such incidents, the policy responds by including coverage for
both the insured's liability for the unauthorized acquisition or disclosure of such
information that is required by law to be protected, and also expenses incurred by
the insured as a result of a breach including, but not limited to, costs to notify all
affected parties of the breach, costs to operate a call-center and post event credit
monitoring costs.

In this filing, we are also revising the existing Internet Liability And Network
Protection Policy (now known as the Information Security Protection Policy).
This policy is being revised to include many of the enhanced coverage features
found in the Financial Institutions version discussed above, including the new
coverage for security breach.

\S
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- New Forms

We are introducing the following forms:

EC 00 11 11 09 Financial Institutions Information Security Protection
Policy

EC 20 06 11 09 Amend Definition Of Security Breach
EC 20 07 11 09 Exclusion - Regulatory Agency
EC 20 08 11 09 Include Retroactive Date For Named Subsidiary(ies)

EC AP 11 11 09 Application For Financial Institutions Information
Security Protection Policy

EC DS 11 11 09 Financial Institutions Information Security Protection
Policy Declarations »

Revised Forms

We are revising the following forms:

EC 00 10 07 05 Internet Liability And Network Protection Policy

EC 10 01 07 05 Policy Changes

EC 10 02 07 05 Resident Agent Countersignature Endorsement

EC 10 03 07 05 Non-Binding Arbitration

EC 10 04 07 05 Binding Arbitration

EC 10 05 07 05 Calculation Of Premium

EC 20 01 07 05 Supplemental Extended Repérting Period Endorsement
EC 20 02 07 05 Include Specified Individuals As Employees

EC 20 03 07 05 Amend Territory Condition For Wrongful Acts Or Suits
EC 20 04 07 05 Amend Territory Condition - Suits Worldwide

EC 20 05 07 05 Agreed Value Endorsement

EC 21 01 01 08 Cap On Losses From Certified Acts Of Terrorism

EC 21 03 01 08 Exclusion Of Certified Acts Of Terrorism

EC 21 05 01 08 Disclosure Pursuant To Terrorism Risk Insurance Act

EC 21 08 07 06 Conditional Exclusion Of Terrorism (Relating To
Disposition Of Federal Terrorism Risk Insurance Act)
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®  EC 2109 07 06 Exclusion Of Terrorism
® EC21 10 07 06 Extended Reporting Period For Terrorism Coverage

® EC AP 01 08 05 Application For Internet Liability And Network
Protection Policy

® ECDS 01 07 05 Internet Liability And Network Protection Policy
Declarations

We have used a format of striking-threugh deletions, underlining additions and
inserting a revision bar in the left margin to indicate changes from the above-
referenced editions to the 11 09 editions. Concurrent with implementation, the
11 09 editions will supersede the prior editions.

Related Filing(s)
Companion filings:
EC-2008-ORUO0S8 (rules)
EC-2008-RLCO08 (loss costs)
RP-2008-RECO8 (rating plan)

Copyright Explanation

The material distributed by Insurance Services Office, Inc. is copyrighted. All
rights reserved. Possession of these pages does not confer the right to print,
reprint, publish, copy, sell, file or use same in any manner without the written
permission of the copyright owner.

Important Note

Insurance Services Office, Inc. (ISO) makes available advisory services to
property/casualty insurers. ISO has no adherence requirements. ISO policy forms
and explanatory materials are intended solely for the information and use of
ISO's participating insurers and their representatives, and insurance regulators.
Neither ISO's general explanations of policy intent nor opinions expressed by
ISO's staff necessarily reflect every insurer's view or control any insurer's
determination of coverage for a specific claim. ISO does not intercede in
coverage disputes arising from insurance policies. If there is any conflict between
a form and any other part of the attached material, the provisions of the form

apply.

\ )
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Section | - Financial Institutions
Information Security Protection Policy

Introduction

This section contains a general description of the terms and conditions of the new
Financial Institutions Information Security Protection Policy (EC 00 11 11 09).

Description Of The Policy

Below is a general description of each section of the Financial Institutions
Information Security Protection Policy.

Section | — Insuring Agreements

The Financial Institutions Information Security Protection Policy consists of
eight separate insuring agreements:

® 1. Web Site Publishing Liability

This Insuring Agreement provides coverage for loss that the insured
becomes legally obligated to pay as a result of its wrohgful acts.
Wrongful act, as it pertains to this Insuring Agreement, is defined to
include any actual or alleged error, misstatement or misleading
statement posted or published by an insured on its web site that results in
an infringement of another's copyright, trademark, trade dress, service
mark or defamation; or violation of a person's right of privacy.

Claims must first be made and reported by the insured during the policy
period or during the applicable extended reporting period. The company
has the duty to defend the insured against covered claims. Defense
expenses, a defined term in the policy, are treated as part of the loss and,
therefore, will reduce the limit of insurance.

® 2. Security Breach Liability

This Insuring Agreement provides coverage for loss that the insured
becomes legally obligated to pay as a result of its wrongful acts.
Wrongful act, as it pertains to this Insuring Agreement, is defined

to include any actual or alleged neglect, breach of duty or

omission by an insured that results in a security breach, a defined term in
the policy, or the inadvertent transmission of a computer virus to a third

party.

Claims must first be made and reported by the insured during the policy
period or during the applicable extended reporting period. The company
has the duty to defend the insured against covered claims. Defense
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expenses, a defined term in the policy, are treated as part of the loss and,
therefore, will reduce the limit of insurance.

® 3. Programming Errors And Omissions Liability

This Insuring Agreement provides coverage for loss that the insured
becomes legally obligated to pay as a result of its wrongful acts.
Wrongful act, a defined term in the policy, as it pertains to this Insuring
Agreement, is to include any actual or alleged programming error or
omission that results in the disclosure of an insured's client's

personal information held within the computer system.

Claims must first be made and reported by the insured during the policy
period or during the applicable extended reporting period. The company
has the duty to defend the insured against covered claims. Defense
expenses are treated as part of the loss and, therefore, will reduce the
limit of insurance.

® 4. Replacement Or Restoration Of Electronic Data

This Insuring Agreement provides coverage for the cost to replace or
restore electronic data or computer programs stored within the computer
system that are damaged or destroyed as a direct result of an e-commerce
incident. E-commerce incident is defined to mean a virus, malicious
code or denial of service attack introduced into or enacted upon a
computer system.

® 5. Extortion Threats

This Insuring Agreement provides coverage for the reimbursement of
extortion expenses or ransom payments incurred as a direct result of an
extortion threat. Extortion threat is defined to include threats to
introduce a virus, malicious code or denial of service attack, divulging
proprietary information, destroying or corrupting the computer system,
inflicting ransomware or publishing a client's personal information.

® 6. Business Income And Extra Expense

This Insuring Agreement provides coverage for the actual loss of
business income and/or extra expenses incurred by the insured as a direct
result of an e-commerce incident or extortion threat.

® 7. Public Relations Expense

This Insuring Agreement provides coverage for reasonable expenses
incurred by the insured to protect or restore its reputation in response to
negative publicity resulting from an e-commerce incident or security
breach.

® 8. Security Breach Expense

This Insuring Agreement provides coverage for reasonable expenses
incurred by the insured as a result of a security breach including, but not

. ? B
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limited to, costs to notify all affected parties of the breach, costs to
operate a call-center and post event credit monitoring costs for victims of
a security breach.

Section Il — Limits Of Insurance
There are two parts to this provision.
®  Policy Aggregate Limit Of Insurance

The most the company will pay for all loss, and defense expenses,

covered under the policy is the Policy Aggregate Limit Of Insurance. The

Policy Aggregate Limit Of Insurance is reduced by the amount of any

payment made under the terms of the policy. Upon exhaustion of the

Policy Aggregate Limit Of Insurance, the company has no further
~obligations or liability of any kind under this policy.

®  Insuring Agreement Aggregate Limit Of Insurance

Subject to the Policy Aggregate Limit Of Insurance, the most the
company will pay for all loss, and defense expenses if covered, under
each insuring agreement is limited as follows:

0 The Insuring Agreement Aggregate Limit Of Insurance is reduced by
the amount of any payment for loss and defense expenses, if covered.

¢ Upon exhaustion of the Insuring Agreement Aggregate Limit Of
Insurance, the company has no further obligations or liability of any
kind under that Insuring Agreement.

Section Il — Deductible

Each of the insuring agreements is subject to its own deductible.

Under Insuring Agreements 1.Web Site Publishing Liability, 2. Security Breach
Liability, and 3. Programming Errors And Omissions Liability, the company will
only pay the amount of loss and defense expenses which are in excess of the
applicable Deductible Amount.

Under Insuring Agreements 4. Replacement Or Restoration Of Electronic Data,
5. Extortion Threats, 7. Public Relations Expense and 8. Security Breach
Expense, the company will only pay the amount of loss which is in excess of the
Deductible Amount.

Insuring Agreement 6. Business Income And Extra Expense, provides for both a
monetary Deductible Amount and a Waiting Period Deductible. In the event of a
loss under Insuring Agreement 6., the insurer will pay for loss which exceeds the
greater of the monetary Deductible Amount or the amount of loss incurred by the
insured during the Waiting Period.

If a loss is covered under more than one insuring agreement, only the highest
Deductible Amount applicable to that covered loss, as shown in the Declarations,
shall be applied.

© Insurance Services Office, Inc., 2008 ‘;\\
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Section IV — Defense And Settlement

Under Insuring Agreements 1. Web Site Publishing Liability, 2. Security Breach
Liability and 3. Programming Errors And Omissions Liability only, the company
has the right and duty to defend the insured against any claim. However, there is
no duty to defend the insured against claims in which these insuring agreements
do not provide coverage.

The consent to settle provision states that if the insured does not consent to a
settlement recommended by the company, the company will not pay more than
the amount the claim (plus defense expenses) could have been settled for on the
date that the company tendered the proposal in writing to the insured.

Section V — Exclusions

-

Exclusion 1. excludes coverage for claims arising out of acts of nature.
Exclusion 2. excludes coverage for claims arising out of war or civil unrest.

Exclusion 3. excludes coverage for claims arising out of poisonous, biological or
chemical materials, nuclear radiation and radioactive contamination.

Exclusion 4. excludes coverage for claims arising out of bodily injury or physical
damage to or destruction of tangible property.

Exclusion 5. excludes coverage for claims arising out of an unexplained
computer system failure.

Exclusion 6. excludes coverage for claims arising out of an interruption of
normal computer function or service due to insufficient capacity to process
transactions or due to an overload of activity. However, this exclusion does not
apply to an interruption caused by an e-commerce incident.

Exclusion 7. excludes coverage for claims arising out of a complete or substantial
failure or shutdown of the Internet, regardless of the cause.

Exclusion 8. excludes coverage for claims arising out of the failure, reduction in
or surge of power.

Exclusion 9. excludes coverage for claims arising out of any actual or alleged
violation of the Racketeer Influenced And Corrupt Organizations Act (RICO).

Exclusion 10. excludes coverage for claims arising out of the malfunction or
failure of any satellite.

Exclusion 11. excludes coverage for claims arising out of any injury caused by
the insured or at the insured’s direction with the knowledge that the act would
violate the rights of another.

Exclusion 12. excludes coverage for claims arising out of the oral or written
publication of material by the insured if done with the knowledge of its falsity.
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Exclusion 13. excludes coverage for claims arising out of liability expressly
assumed by the insured under a contract or agreement. However, this exclusion
does not apply to liability that the insured would have in the absence of such
contract or agreement.

Exclusion 14. excludes coverage for claims arising out of any actual or alleged
violation by the insured of another’s trade secret or patent rights.

Exclusion 15. excludes coverage for claims alleging physical damage from or
clean-up costs associated with pollution accidents.

Exclusion 16. excludes coverage for claims arising out of any pending or prior
claim, suit or other proceeding.

Exclusion 17. excludes coverage for claims arising out of the insured’s
employment practices.

Exclusion 18. excludes coverage for claims arising out of wrongful acts or
interrelated wrongful acts that occurred before the Retroactive Date, if any.

Exclusion 19. excludes coverage for claims reported under any prior policy to
which this policy is a renewal or replacement.

Exclusion 20. excludes coverage for claims arising out of any criminal,
dishonest, malicious or fraudulent act or willful violation of a statute or
regulation by any insured. However, with the exception of claims excluded under
Exclusion 14., the policy will provide a defense against claims first made against
an imsured alleging such acts or violations until final adjudication is rendered
aganst that insured or until that insured intends to plead guilty or no contest.
Final adjudication rendered against one insured shall not be imputed to any other
insured.

Exclusion 21. excludes coverage for claims arising out of the costs or other
expenses and expenses incurred in establishing the amount or existence of a loss.

Exclusion 22. excludes coverage for claims arising out of any action by a
governmental authority, including the seizure or destruction of property.
However, this exclusion does not apply where the governmental authority is
acting solely in its capacity as a customer of the insured.

Exclusion 23. excludes coverage for claims arising out of any action by
governmental or quasi-governmental authority or regulatory agency.

Exclusion 24. excludes coverage for loss arising out of costs associated with
upgrading or improving the computer system.

Exclusion 25. excludes coverage for claims by one insured against another
insured.

Exclusion 26. excludes coverage for loss arising out of unintentional errors or
omissions in the entry of electronic data into the computer system.

P,
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Section VI — Conditions »

1. Cancellation - The policy may be canceled by the first named insured shown
in the Declarations by providing advanced written notice of cancellation to
the company.

The company may cancel the policy by providing the first named insured
written notice of cancellation at least:

® 10 days before the effective date of the cancellation if the company
cancels due to nonpayment of premium or 30 days before the effective
date of the cancellation if the company cancels for any other reason.

® The company will mail or deliver the notice to the first named insured's
last mailing address known to the company.

® The notice of cancellation will state the effective date of the cancellation
and the policy period will end on that date.

® If the policy is canceled by the company, the company will send the first
named insured a prorated premium refund, if applicable. However, if the
policy is canceled by the insured, the refund may be less than pro rata.
The cancellation will be effective even if the company has not made or
offered a refund.

® Ifnotice is mailed, proof of mailing will be sufficient proof of notice.

2. Changes - The first named insured shown in the Declarations is authorized to
make changes in the terms of the policy with the company's consent. The
policy's terms can be amended or waived only by endorsement issued by the
company and made a part of the policy. '

3. Examination Of Your Books And Records - The insured's books and records
relating to the policy may be examined and audited by the company at any
time during the policy period and up to three years afterward.

4. Inspections And Surveys - The company has the right to make inspections
and surveys at any time, provide the insured with reports on the conditions
found and recommend changes. However, the company is not obligated to do
so.

5. Premiums - The first Named insured shown in the Declarations is responsible
for the payment of all premiums and will be the payee for any return
premiums.

6. Transfer Of Your Rights And Duties Under This Policy - The insured's rights
and duties under the policy may not be transferred without the company's
written consent.
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7. Subrogation - In the event of any payment under the policy, the company is
subrogated to the extent of the payment to the insured and/or the insured's
right of recovery. In order for the company to bring suit under the insured's
name, the insured needs to execute all papers required and do everything
necessary to secure and preserve such rights,

Any recoveries, less the cost of obtaining them, will be distributed as
follows:

® First, to the insured until the insured is reimbursed for any loss sustained
that exceeds the sum of the applicable Aggregate Limit Of Insurance and
the Deductible Amount, if any;

® Second, to the company until the company is reimbursed for the payment
made under the policy;

® Third, to the insured until the insured is reimbursed for the part of the
payment equal to the Deductible Amount if any. ’

8. Bankruptcy - The company's obligations under the policy do not terminate if
the insured declares bankruptcy. However, this condition does not apply to
any financial institution which is not subject to bankruptcy law.

9. Representations - The company relies on all the information given by the
insured to be true, accurate and complete and this reliance is the basis for
issuing the policy. Any misrepresentation of any material fact may be
grounds for the rescission of the policy.

10. Changes In Exposure:

® Acquisition Or Creation Of Another Institution - If before or during the
policy period, the insured acquires securities or voting rights in another
institution or creates a new institution which becomes a subsidiary, or the
insured acquires any institution through merger or consolidation, then
such institution will be covered under the policy, but only with respect to
wrongful acts or loss which occurred after the effective date of such
acquisition or creation, provided:

0 The insured gives the company written notice of the acquisition or
creation of within 90 days after the effective date of such action;

0 The insured obtains the company's consent to extend the coverage
provided by the policy to such institution; and

0 Upon obtaining such consent, the insured pays the company an
additional premium.
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® Acquisition Of Named Insured - If the named insured merges into or
consolidates with another institution or is acquired, the coverage under the
policy will continue until the end of the policy period, but only with
respect to claims arising out of wrongful acts which occur prior to the
effective date of the merger, consolidation or acquisition. Once a merger,
consolidation or acquisition of the named insured occurs, the full annual
premium for the policy period will be deemed fully earned. The named
insured is required to give written notice of the merger, consolidation or
acquisition as soon as practicable together with information the company
may reasonably require.

® Cessation Of Subsidiaries - If before or during the policy period an
institution ceases to be a subsidiary, the coverage afforded under this
policy for the subsidiary will continue until the end of the policy period
but only with respect to claims arising out of wrongful acts or losses
which occur prior to the date the jnstitution ceased to be a subsidiary.

® Official Appointments - If during the policy period the appointment of a
receiver, conservator, trustee, liquidator or rehabilitator or any similar
official, for or with respect to the named insured occurs, the coverage
under the policy will continue until the end of the policy period but only
with respect to claims arising out of wrongful acts or loss committed
before such appointment. Once the appointment of a receiver, conservator,
trustee, liquidator or rehabilitator or any similar official occurs, the full
annual premium for the policy period will immediately be deemed fully
earned.

11. Other Insurance - If a covered claim or loss is covered by another valid
policy, then this policy will only apply in excess of the amount of any
deductible, retention and limit of insurance under the other policy whether
the other policy is stated to be primary, contributory, excess, contingent or
otherwise, unless the other policy is written specifically in excess of this
policy by reference in the other policy to this policy's policy number.

When this policy is written as excess, the company will have no duty under
Insuring Agreement 1. Web Site Publishing Liability, 2. Security Breach
Liability or 3. Programming Errors And Omissions Liability to defend the
insured against any suit if another insurer has a duty to defend the insured
against the suit. If no other insurer defends, the company will undertake to do
so, however, the company will be entitled to the insured's rights against all
those other insurers.
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12. Legal Action Against Us - No person or organization has the right to join the
company as a party or otherwise bring the company into a suit requesting
damages from the insured or to sue the company under the policy unless all
of its terms have been fully complied with. The company may be sued in
order to recover on an agreed settlement or on a final judgment against an
insured, however the company is not liable for damages that are not payable
under Insuring Agreement 1. Web Site Publishing Liability, 2. Security
Breach Liability or 3. Programming Errors And Omissions Liability, or that
are in excess of the applicable Aggregate Limit Of Insurance.

The insured may not bring any legal action against the company involving
loss:

® Unless the insured has complied with all the terms of the policy;

® Until 90 days after the insured has filed proof of loss with the company;
and

® Unless brought within two years from the date the insured reported the
loss to the company.

If any limitation is prohibited by law, the limitation will be amended so as to
equal the minimum period of limitation provided by such a law.

13. Separation Of Insureds - Except with respect to the applicable Aggregate
Limit of Insurance and any rights or duties specifically assigned in Insuring
Agreements 1. Web Site Publishing Liability, 2. Security Breach Liability or
3. Programming Errors and Omissions Liability to the first named insured,
the policy applies separately to each insured against whom claim is made.

14. Duties In The Event Of Claim Or Loss - The insured must notify the
company in writing as soon as practicable but not to exceed 30 days and
cooperate with the company in the investigation and settlement of a claim or
loss. Additionally:

® Under Insuring Agreement 1. Web Site Publishing Liability, 2. Security
Breach Liability or 3. Programming Errors and Omissions Liability, the
insured must:

0 Immediately record the specifics of the claim and the date received;

¢ Immediately send the company copies of any demands, notices,
summonses or legal papers received in connection with the claim;

O Authorize the company to obtain records and other information; and

0 Upon the company's request, assist in the enforcement of any right
against any person or organization which may be liable to the insured
because of an occurrence or offense to which the policy may apply.
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The insured will not, except at its own cost, voluntarily make a payment,
assume any obligations or incur any expenses without the company's consent.

A claim by a person or organization will be considered to have been made
when the insured receives the claim.

® Under Insuring Agreements 4. Replacement Or Restoration Of Electronic
Data and 5. Extortion Threats, the insured must;

¢ Notify local law enforcement officials;

O Submit to examination under oath at the company's request and give a
signed statement of its answers;

0 Give to company a detailed, sworn proof of loss within 120 days; and

¢ Additionally, under Insuring Agreement 5. Extortion Threats,
determine that the extortion threat actually occurred; make every
reasonable effort to immediately notify an associate and the security
firm, if any, before making any ransom payment based on the extortion
threat; and approve any ransom payment based upon an extortion
threat.

15. Valuation — Settlement - All premiums, Aggregate Limits Of Insurance,
Deductible Amounts, loss and any other monetary amounts under the policy
are expressed and payable in the currency of the United States of America. If
money is paid out in a currency other than United States of America dollars
than payment will be determined by the rate of exchange published in the
Wall Street Journal on the day the final judgment is entered, a settlement
amount is agreed to or the component of loss is due.

® With respect to loss under Insuring Agreement 6. Business Income And
Extra Expense, the amount of business income will be determined based
on consideration of the following:

¢ The net income generated from the insured's e-commerce activities
before the interruption occurred;

0 The likely net income generated by the insured's e-commerce
activities if no interruption had occurred, but not including any net
income that would likely have been earned as a result of an increase
in the volume of business due to favorable business conditions
caused by the impact of the e-commerce incident on customers or on
other businesses;

0 The operating expenses, including payroll, necessary to resume the
insured's e-commerce activities with the same quality of service that
existed prior to the interruption; and

¢ Other relevant sources of information, including the insured's
financial records and accounting procedures, bills, invoices and other
vouchers, and debts, liens and other contracts.
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However, the amount of business income will be reduced to the extent that
the reduction in the volume of business from the affected e-commerce
activities is offset by an increase in the volume of business from other
channels of commerce such as via telephone, mail or other sources.

® The amount of extra expense will be determined based on:

0 Necessary expenses that exceed the normal operating expenses that
would have been incurred in the course of the insured's e-commerce
activities during the period of coverage if no interruption had
occurred. The company will deduct from the total of such expenses
the salvage value that remains of any property bought for temporary
use during the period of coverage, once the insured's e-commerce
activities have resumed; and

¢ Necessary expenses that reduce the business income loss that
otherwise would have been incurred during the period of coverage.

16. Extended Reporting Periods - The provisions included in this condition apply
only to Insuring Agreements 1. Web Site Publishing Liability, 2. Security
Breach Liability and 3. Programming Errors And Omissions Liability.

*® Basic Extended Reporting Period - The policy automatically provides a
Basic Extended Reporting Period at no additional charge. The Basic
Extended Reporting Period starts once the policy period ends and lasts for
30 days. The company will consider a claim as being received during the
policy period, if it is first made and reported by the insured within the 30
day period. However, the 30 day period does not apply to claims that are
covered by any subsequent insurance purchased by the insured or that
would be covered but for exhaustion of the Aggregate Limit Of
Insurance applicable to such claims.

® Supplemental Extended Reporting Period - If the policy is
canceled or not renewed by the company, a Supplemental Extended
Reporting Period is available to the insured but only by endorsement and
for an additional charge. The Supplemental Extended Reporting Period is
available unless:

0 The company cancels the policy for non-payment of premium; or
0  The insured fails to pay any amount owed to the company.

In order for the company to provide the insured with a Supplemental
Extended Reporting Period, the insured must give the company a written
request for the Supplemental Reporting Period along with the full
premium of the amount due for the endorsement within 30 days after the
end of the policy period.

The Supplemental Reporting Period cannot be canceled once it is in
effect. The premium paid for the Supplemental Reporting Period
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endorsement is considered to be fully earned as of the date it is
purchased.

The Basic Extended Reporting Period and the Supplemental Extended
Reporting Period do not extend the policy period or change the type of
coverage provided by the policy. They only apply to claims to which the
following applies: '

¢ The claim is first made and reported during the respective extended
reporting period.

0 The claim arose out of a wrongful act or the first of a series of
interrelated wrongful acts which occurred on or after the retroactive
date, if any, shown in the Declarations, and before the end of the
policy period.

There is no separate or additional Aggregate Limit Of Insurance for the
Basic Extended Reporting Period or the Supplemental Extended
Reporting Period. The limit of insurance available during both extended
reporting periods will be the remaining amount if any of the Aggregate
Limit Of Insurance of the respective Insuring Agreement at the time the
policy was canceled or non-renewed.

The provisions of the Basic Extended Reporting Period and the
Supplemental Extended Reporting Period do not extend to any federal or
state official or agency, or to any receiver, conservator, trustee,
rehabilitator or liquidator acting or appointed to take over the insured's
business for the operation or for the liquidation thereof or for any other

purpose.

17. Confidentiality - Under Insuring Agreement 5. Extortion Threats, the insured
must make every reasonable effort not to disclose the existence of this

© coverage.

18. Territory - The policy covers wrongful acts which occur anywhere in the
world. However, suits must be brought in the United States (including its
territories and possessions), Puerto Rico or Canada.

Section VII - Definitions

1.

Application - The signed application for the policy, which includes
attachments and other materials.

Business income:

¥ The net income (net profit or loss before income and taxes) that would

have been earned or incurred; and

® The continuance of normal operating expenses incurred, including payroll.

Claim - A written demand for monetary damages or a civil proceeding
resulting from a complaint against the insured for a wrongful act, including
an appeal therefrom.
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4. Computer program - A set of related electronic instructions which direct the
operation of a computer or devices connected to it.

5. Computer system - Is limited to computer systems owned by the insured or
licensed or leased to the insured by a Service Provider and means:
computers, Personal Digital Assistants (PDA's) and other transportable
handheld devices, electronic storage devices and related peripheral
components; systems and applications software; and related communication
networks; by which electronic data is collected, transmitted, processed,
stored or retrieved.

6. Defense expenses - The reasonable and necessary fees and expenses incurred
in the defense or appeal of a claim.

7. E-commerce activities - The activities conducted by the insured in the normal
conduct of its business via its web site and through its e-mail system.

8. E-commerce incident - The introduction of a virus, malicious code or denial
of service attack into the computer system. A recurrence of a virus of the
same type after the computer system has been restored constitutes a separate
e-commerce incident.

9. Electronic data - Digital information, facts, images or sounds stored as or on
created or used on, or transmitted to or from computer software (including
systems and application software), on electronic storage devices including
but not limited to, hard or floppy disks, CD-ROMs, tapes, drives, cells, data
processing devices or any other media which are used with electronically
controlled equipment. Electronic data is not tangible property.

el

The insured's electronic data that is licensed, leased, rented or loaned to
others is not considered electronic data.

10. Employee - Permanent, temporary or leased employees; officers; volunteer
workers; and partners of the named insured and those of any institution
qualifying as a subsidiary.

11. Extortion expenses - Fees and costs of a security firm or a person or entity to
determine the validity of the extortion threat, interest on a loan from a
financial institution to pay a ransom payment or extortion threat,
reimbursement for reward money paid to an informant, and other reasonable
expenses.

12. Extortion threat - A threat or a series of related threats to:
® Perpetrate an e-commerce incident;

® Disseminate, divulge or utilize the insured's proprietary information or
weaknesses in the source code within the computer system;

® Destroy, corrupt or prevent normal access to the computer system by
gaining unauthorized access;
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® Inflict ransomware on the computer system or a network to which it
is connected; or

® Publish the insured's client's personal information (not just that
information which is held within the computer system).

13. Extra expense - The necessary expenses incurred during an interruption that
otherwise would not have been incurred or necessary expense incurred to
avoid or minimize the suspension of the insured's e-commerce activities.
Extra expense does not include any costs or expenses associated with
upgrading, maintaining, improving, repairing or remediating any computer
system.

14. Informant - A person other than an employee who provides information
which would not be otherwise obtainable, solely in return for a reward
offered by the insured.

15. Insured - Any named insured and its employees.

16. Interrelated wrongful acts - All wrongful acts which have the same common
nexus of fact, circumstance, situation, event transaction or cause, or series
thereof.

17. Interruption:

® With respect to an e-commerce incident - An unanticipated cessation or
slowdown of the insured's e-commerce activities or the voluntary
suspension of the insured's e-commerce activities to avoid transmitting a
virus to another.

. ™ With respect to an extortion threat - The insured's voluntary suspension of
its e-commerce activities upon clear evidence of a threat or at the direction
of a security firm, if any.

18. Loss:

® Under Insuring Agreements 1. Web Site Publishing Liability, 2. Security
Breach Liability and 3. Programming Errors And Omissions Liability,
loss means compensatory damages, settlement amounts, and costs
awarded pursuant to judgments or settlements.

® Under Insuring Agreement 4. Replacement Or Restoration Of Electronic
Data, loss means the cost to replace or restore electronic data as well as
the cost of data entry, reprogramming and computer consultation services.
However, it does not include the cost to duplicate research that led to the
development of the electronic data.

® Under Insuring Agreement 5. Extortion Threats, loss means extortion
expenses and/or ransom payments.

® Under Insuring Agreement 6. Business Income And Extra Expense, loss
means the actual loss of business income the insured sustains and/or the
extra expense the insured incurs.
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® Under Insuring Agreement 7. Public Relations Expense, loss means public
relations expenses.

® Under Insuring Agreement 8. Security Breach Expense, loss means
security breach expenses.

19. Named insured - The institution shown in the Declarations and any
subsidiary.

20. Negative publicity - Information which has been made public that has caused
or is reasonably likely to cause a decline or deterioration in the reputation of
the named insured or one or more of its products or services.

21. Personal information - Any information collected by the insured in the
normal conduct of its business that is required by law to be protected from
public disclosure.

22. Policy period - The period of time from the inception date to the expiration
date of the policy as shown in the Declarations or its earlier cancellation or
termination date.

23. Pollutants - Any solid, liquid, gaseous or thermal irritant or contaminant
including soot, fumes, acids, alkalis, chemicals and other waste.

24. Public relations expenses - Fees and costs of a public relations firm and any
other reasonable expenses incurred by the insured with the company's
consent used to protect or restore the insured's reputation solely in response
to negative publicity.

25. Ransom payment - A payment made in the form of cash.

26. Ransomware - Any software that encrypts electronic data within a computer
system and demands a ransom payment in order to decrypt and restore the
electronic data.

27. Security breach:

® The acquisition of personal information held within the computer system

or otherwise by a person not authorized to have access to such
information; or

The acquisition of personal information held within the computer system
or otherwise by a person authorized to have access to such information but
which results in the unauthorized disclosure of such information.

28. Security breach expenses:
® Costs to notify all parties affected by a security breach;

® Overtime salaries paid to employees to handle inquiries from parties

affected by a security breach;

Fees and costs of a company hired to operate a call center to handle
inquiries from parties affected by a security breach;
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® Post event credit monitoring costs for victims of a security breach for up
to one year from the date of the security breach; and

® Any other reasonable expenses incurred by the insured with the company's
written consent.

29. Subsidiary - Any institution in which more than 50 percent of the outstanding
securities or voting rights representing the present right to vote for the
election of directors, or equivalent position, is owned, in any combination, by
one or more named insured(s). '

30. Suit - A civil proceeding in which damages to which the policy applies are
claimed against the insured. .

31. Virus - Any kind of malicious code designed to damage or destroy any part of
the computer system or disrupt its normal functioning.

32. Wrongful act:

® Under Insuring Agreement 1. Web Site Publishing Liability, wrongful act
means any actual or alleged error, misstatement or misleading statement
posted or published by an insured on its web site that results in an
infringement of another's copyright, trademark, trade dress or service
mark, defamation against a person, or institution or violation of a person's
right of privacy.

® Under Insuring Agreement 2. Security Breach Liability, wrongful act
means any actual or alleged neglect, breach of duty or omission by an
insured that results in a security breach or a computer system transmitting
a virus to a third party.

® Under Insuring Agreement 3. Programming Errors And Omissions
Liability, wrongful act means any actual or alleged programming error or
omission that results in the disclosure of personal information of a client
which was held within the computer system.
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Section Il - Information Security

Protection Policy

Introduction

This section contains a general description of the terms and conditions of the
Information Security Protection Policy (EC 00 10 11 09) (formerly known as the
Internet Liability And Network Security Policy).

Description Of The Policy

Below is a general description of each section of the Information Security
Protection Policy.

Section | — Insuring Agreements

Other than editorial changes, the following changes are made to this section:

2. Security Breach Liability

The title to this Insuring Agreement was changed from Network
Security Liability to Security Breach Liability. This change reflects the
broadening of coverage to include personal information that exists in
hard copy in addition to the existing coverage for personal information
held within the insured's or a Service Provider's computer system. An
endorsement is being made available to provide coverage only for
personal information held within the computer system.

3. Programming Errors And Omissions Liability

This new Insuring Agreement provides coverage for loss that the
insured becomes legally obligated to pay as a result of its wrongful
acts. Wrongful act, as it pertains to this Insuring Agreement, is defined
to include any actual or alleged programming error or omission that
results in the disclosure of an insured's client's personal information
held within the computer system.

Claims must first be made and reported by the insured during the
policy period or during the applicable extended reporting period. The
company has the duty to defend the insured against covered claims.
Defense expenses, a defined term in the policy, are treated as part of the
loss and, therefore, will reduce the limit of insurance.
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® 5. Extortion Threats

The title to this Insuring Agreement was changed from Cyber Extortion
to Extortion Threats. This change reflects the broadening of coverage to
include threats to publish a client's personal information which exists in
hard copy in addition to that held in the computer system.

Coverage also is being extended to cover other types of extortion
threats including threats to destroy, corrupt or prevent normal access to
the computer system and threats to inflict ransomware.

® 7. Public Relations Expense

This new Insuring Agreement provides coverage for reasonable
expenses incurred by the insured to protect or restore its reputation in
response to negative publicity resulting from an e-commerce incident
or security breach.

® 8. Security Breach Expense

This new Insuring Agreement provides coverage for reasonable
expenses incurred by the insured as a result of a security breach
including, but not limited to, costs to notify all affected parties of the
breach, costs to operate a call-center and post event credit monitoring
costs for victims of a security breach. '

Section Il — Limits Of Insurance

. A new statement is added that upon exhaustion of an aggregate limit (whether the
policy aggregate limit or an insuring agreement aggregate limit) the company
will have no further obligation or liability of any kind under the policy. The
remaining revisions are editorial.

Section Il - Deductible

This section has been streamlined and restructured. Most significant is the change
in new Paragraph 2. (old Paragraph 3.). In the new text, if a loss is covered under
more than one insuring agreement, only the highest Deductible Amount
applicable to the loss shall be applied. In the prior edition, the Deductible
Amount applicable to each insuring agreement was applied separately.

Included within the revisions are the references to new Insuring Agreements 3.
Programming Errors And Omissions Liability, 7. Public Relations Expense and

- 8. Security Breach Expense and the changes in the titles of Insuring Agreements
2. Security Breach Liability and S. Extortion Threats. The remaining changes are
editorial.
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Section IV — Defense And Settlement

In this section, reference to new Insuring Agreement 3. Programming Errors And
Omissions Liability has been included and the title of Insuring Agreement 2. has
been changed to Security Breach Liability. The remaining changes are editorial.

Section V — Exclusions

Other than editorial changes, there has been a re-numbering of exclusions as a
result of the deletion of certain exclusions. Other significant changes include:

Exclusion 10. has been deleted. When read in conjunction with the
corresponding change to Exclusion 20. (new number), the company will
now defend claims against the insured involving violations of ERISA until
final adjudication is rendered.

The lead-in to Exclusion 13. (new number) has been revised to be
consistent with all other exclusions.

Exclusion 21. has been deleted. When read in conjunction with the
corresponding change to Exclusion 20. (new number), the company will
now defend claims against the insured involving SEC violations until final
adjudication is rendered.

Exclusion 24. has been deleted. The intent of this exclusion is to exclude
loss caused by an employee who was canceled under prior insurance and
where coverage has not been reinstated. However, there are no employee
cancellation or reinstatement provisions in this policy, therefore, the
exclusion has been removed.

Exclusion 26. is new and excludes coverage for loss arising out of
unintentional errors and omissions in the entry of electronic data into the
computer system.

Section VI — Conditions

10. Changes in Exposure

Paragraph a. Acquisition Or Creation Of Another Organization, has

been revised to affirmatively state that an acquired organization is
covered under the policy for wrongful acts or loss that occur after the
effective date of the acquisition, provided the insured gives written notice
within 90 days after the effective date of the acquisition, obtains the
company consent to provide coverage and pays an additional premium.
Other changes throughout this condition are editorial.

E ok i
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® 11. Other Insurance

Reference is being made to new Insuring Agreement 3. Programming
Errors And Omissions Liability and the change in title of Insuring
Agreement 2. Security Breach Liability. Other changes are editorial.

®  12. Legal Action Against Us

Reference is being made to new Insuring Agreement 3. Programming
Errors And Omissions Liability and the change in title of Insuring
Agreement 2. Security Breach Liability. Other changes are editorial.

® 13. Separation Of Insureds

Reference is being made to new Insuring Agreement 3. Programming
Errors And Omissions Liability and the change in title of Insuring
Agreement 2. Security Breach Liability. Other changes are editorial.

® 14, Duties In The Event Of Claim or Loss

Reference is being made to new Insuring Agreement 3. Programming
Errors And Omissions Liability and the change in titles of Insuring
Agreement 2. Security Breach Liability and 5. Extortion Threats. Other
changes are editorial.

® 15. Valuation - Settlement
Editorial changes have been made in this condition.
® 16. Extended Reporting Periods

Reference is being made to new Insuring Agreement 3. Programming
Errors And Omissions Liability. Other changes are editorial.

17. Confidentiality

The title of Insuring Agreement 5. Extortion Threats has been changed.

Section VII - Definitions
The following definitions are new or are being revised:

5. Computer system - has been revised to mean computer systems owned by the
insured or licensed or leased to the insured by a Service Provider and means:
computers including Personal Digital Assistants (PDA's) and other
transportable handheld devices, electronic storage devices and related
peripheral components; systems and applications software; and related
communication networks; by which electronic data is collected, transmitted,
processed, stored or retrieved.

8. E-commerce incident - has been revised to include the language on
recurrence of a virus which previously appeared in Section III - Deductible,
in deleted Paragraph 1.b.(3). Other changes are editorial.

9. Electronic data - has been revised to reference digital information and
electronic storage devices. Also, electronic data is not tangible property.
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11. Extortion expenses - has been editorially revised.
12. Extortion threat - has been revised to include the additional threats to:

® Destroy, corrupt or prevent normal access to the computer system by
gaining unauthorized access;

® Inflict ransomware on the computer system or a network to which it
is connected; or g

® Publish the insured's client's personal information (not just that
information which is held within the computer system).

13. Extra expense - has been revised to state that extra expense does not include
any costs or expenses associated with upgrading, maintaining, improving,
repairing or remediating any computer system.

16. Interrelated wrongful acts - has been editorially revised into outline format.
17. Interruption - has been editorially revised.

18. Loss - has been revised to include reference to new Insuring Agreements 3.
Programming Errors And Omissions Liability, 7. Public Relations Expense
and 8. Security Breach Expense and the change in titles of Insuring
Agreements 2. Security Breach Liability and 5. Extortion Threats. Other
changes are editorial.

20. Negative publicity - is new and means information which has been made
public that has caused or is reasonably likely to cause a decline or
deterioration in the reputation of the named insured or one or more of its
products or services.

21. Personal Information - contains a minor editorial revision.

24. Public relations expenses - is new and mean fees and costs of a public
relations firm and any other reasonable expenses incurred by the insured with
the company's consent used to protect or restore the insured's reputation
solely in response to negative publicity.

26. Ransomware - is new and means software that encrypts electronic data within
a computer system and demands ransom payment in order to decrypt and
restore the electronic data.

27. Security breach - is new and means:

® The acquisition of personal information held within the computer system
or otherwise by a person not authorized to have access to such
information; or

The acquisition of personal information held within the computer system
or otherwise by a person authorized to have access to such information but
which results in the unauthorized disclosure of such information.

R )
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- 28. Security breach expenses - is new and means:
® Costs to notify all parties affected by a security breach;

® Overtime salaries paid to employees to handle inquiries from parties
affected by a security breach;

® Fees and costs of a company hired to operate a call center to handle
inquiries from parties affected by a security breach;

® Post event credit monitoring costs for victims of a security breach for up
to one year from the date of the security breach; and

® Any other reasonable expenses incurred by the insured with the company's
written consent.

29. Subsidiary - contains a minor editorial revision.
32. Wrongful act - has been revised to:

® Change the title of Insuring Agreement 2. to Security Breach Liability;
and

® Include Insuring Agreement 3. Programming Errors And Omissions
Liability and, for this coverage, means any actual or alleged programming
error or omission that results in the disclosure of personal information of a
client held within the computer system.
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Section lll - Endorsements

This section contains a general description of new endorsements and an
explanation of changes to existing endorsements.

NEW ENDORSEMENTS
Amend Definition Of Security Breach EC 20 06 11 09

This endorsement amends the definition of security breach in the policy so that
personal information is limited to that which is held within the computer system.

Exclusion - Regulatory Agency EC 20 07 11 09

This endorsement adds an additional exclusion to the Financial Institutions
Information Security Protection Policy for loss or defense expenses based upon,
attributable to or arising out of any action or proceeding brought by, or on behalf
of, any regulatory agency.

Include Retroactive Date For Named SubSIdlary(les)
EC 20 08 11 09

This endorsement is used to apply a retroactive date to a subsidiary acquired by
the insured.

REVISED ENDORSEMENTS
Policy Changes EC 10 01 11 09

This endorsement has been revised to reference the new Financial Institutions
Information Security Protection Policy and the new title for the Information
Security Protection Policy.

Resident Agent Countersignature EC 10 02 11 09

The word Endorsement has been removed from the title.

Nonbinding Arbitration EC 10 03 11 09

This endorsement has been revised to reference the new Financial Institutions
Information Security Protection Policy and the new title for the Information
Security Protection Policy. In the endorsement title, the word "Nonbinding" is no
longer hyphenated.

Binding Arbitration EC 10 04 11 09

This endorsement has been revised to reference the new Financial Institutions
Information Security Protection Policy and the new title for the Information
Security Protection Policy.
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Calculation Of Premium EC 10 05 11 09

This endorsement has been revised to reference the new Financial Institutions
Information Security Protection Policy and the new title for the Information
Security Protection Policy.

Supplemental Extended Reporting Period EC 20 01 11 09

This endorsement has been revised to reference the new Financial Institutions
Information Security Protection Policy and the new title for the Information
Security Protection Policy. The word Endorsement has been removed from the
title. '

Include Specified Individuals As Employees EC 20 02
11 09 '

This endorsement has been revised to reference the new Financial Institutions
Information Security Protection Policy and the new title for the Information
Security Protection Policy. Additionally, an editorial change is made under
Paragraph A.

Amend Térritory Condition For Wrongful Acts Or Suits
EC 2003 1109

This endorsement has been revised to reference the new Financial Institutions
Information Security Protection Policy and the new title for the Information
Security Protection Policy. Additionally, reference to new Insuring Agreement 3.
Programming Errors And Omissions Liability is added to Paragraph A. Other
changes are editorial.

Amend Territory Condition — Suits WorlAdwide EC 20 04
11 09 :

This endorsement has been revised to reference the new Financial Institutions
Information Security Protection Policy and the new title for the Information
Security Protection Policy. Additionally, this endorsement is being editorially
revised to track changes made to the underlying policy.

Agreed Value For Business Income Loss EC 20 05 11 09

The title of this endorsement has been revised. It also includes reference to the
new Financial Institutions Information Security Protection Policy and the new
title for the Information Security Protection Policy. Other changes are editorial.
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The following endorsements have been revised to reference the new Financial
Institutions Information Security Protection Policy and the new title for the
Information Security Protection Policy:

Cap On Losses From Certified Acts Of Terrorism
EC 21011109

Exclusion Of Certified Acts Of Terrorism EC 21 03 11 09

Disclosure Pursuant To Terrorism Risk Insurance Act
EC 21051109

Conditional Exclusion Of Terrorism (Relating To
Disposition Of Federal Terrorism Risk Insurance Act)
EC 2108 11 09

Exclusion Of Terrorism EC 21 09 11 09

Extended Reporting Period For Terrorism Coverage
EC 21101109

Jurisdiction-Specific Forms

Any changes to jurisdiction-specific forms that may be required due to the
introduction of the Financial Institutions Information Security Protection Policy
or the revision to the existing Internet Liability And Network Protection Policy
(now known as the Information Security Protection Policy) are described in
detail in the jurisdiction-specific supplements to this filing.

Otherwise, jurisdiction-specific forms that are not being revised will now apply
also to the Financial Institutions Information Security Protection Policy.
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Section IV - Applications

The applications included within this filing are being submitted for information
only in those jurisdictions which do not require them to be filed. For jurisdictions
which require applications to be filed, they are being filed subject to the same
requirements as the other forms contained in this filing.

NEW APPLICATION

Application For Financial Institutions Information Security
Protection Policy EC AP 11 11 09

This new application contains general rating and underwriting information. In
accordance with the Representations Conditions of the policy, the application is
considered to be incorporated into and constitute a part of the policy.

REVISED APPLICATION

Application For Information Security Protection Policy
ECAP 011109

Other than editorial changes and re-numbering of certain questions, the following
revisions were made to the application.

®  The title of the application has been revised to correspond with the new
policy name. In the preamble, the definition of insured has been removed.

= In Section 1. General Information, a table has been added to list retroactive
dates for each applicable insuring agreement. A question has been added to
provide names of third party Service Providers.

u In Section II. Coverage Requested, under Insuring Agreement 2. Security
Breach Liability, a question regarding whether coverage is to include only
personal information held within the computer system has been added. Also
included is reference to new Insuring Agreements 3. Programming Errors
And Omissions Liability, 7. Public Relations Expense and 8. Security
Breach Expense and change titles of Insuring Agreement 2. Security Breach
Liability and 5. Extortion Threats.

u In Section IV. Underwriting Questions - Your Network, question 27. has
been added to obtain more information on security breach protocols.
Additionally, in Section IV. Underwriting Questions - Your Back-up And
Recovery Procedures, question 40. has been added to determine whether
backed-up data is stored on the insured's premise or off site.

" In Section V. Past Activities, question 6. has been added as a three part
question to determine if the insured has ever experienced a security breach,
the amount of the resulting loss, and how the insured responded to the
security breach.
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®  New fraud statements for Maryland and Washington were added.
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Section V - Declarations

The Declarations included within this filing are being submitted for information
in those jurisdictions which do not require them to be filed. For jurisdictions
which require Declarations to be filed, they are being filed subject to the same
requirements as the other forms contained in this filing.

NEW DECLARATIONS

Financial Institutions Information Security Protection
Policy Declarations EC DS 11 11 09

This Declarations is used with the new Financial Institutions Information

Security Protection Policy.

REVISED DECLARATIONS

Information Security Protection Policy Declarations
EC DS 01 11 09

Other than editorial changes, which include the removal of item numbers, the
following revisions were made to the Declarations:

The title of the Declarations has been revised to correspond with the new
policy name.

Name of Security Firm has been deleted as these firms generally are
under contract with the company, thus reference in the Declarations is
unnecessary. Information regarding the name of the insured's Service
Provider(s) has been added.

Retroactive Date has been amended to provide separate retroactive dates
for Insuring Agreements 1. Web Site Publishing Liability, 2. Security
Breach Liability and 3. Programming Errors And Omissions Liability.

Insuring Agreements, Aggregate Limits of Insurance And Deductibles has
been revised to include reference to new Insuring Agreements 3.
Programming Errors And Omissions Liability, 7. Public Relations
Expense and 8. Security Breach Expense. Also, the title to Insuring
Agreement 2. is revised to Security Breach Liability and Insuring
Agreement 5. to Extortion Threats.
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Section VI - Forms Attachment

The following is a complete list of all forms included in this filing.

Form Number | Prior Edition Date | Form Title

EC00101109 07 05 Information Security Protection Policy

EC00111109 N/A Financial Institutions Information Security Protection
Policy

EC 10011109 07 05 Policy Changes

EC10021109 07 05 Resident Agent Countersignature

EC 1003 11 09 07 05 Nonbinding Arbitration

EC 10 04 11 09 0705 Binding Arbitration

EC10051109 0705 Calculation Of Premium

EC20011109 07 05 Suppleméntal Extended Reporting Period

EC20021109 07 05 Include Specified Individuals As Employees

EC20031109 | 07 05 Amend Territory Condition For Wrongful Acts Or
Suits

EC2004 1109 07 05 Amend Territory Condition - Suits Worldwide

EC20051109 0705 Agreed Value For Business Income Loss

EC2006 1109 N/A Amend Definition Of Security Breach

EC2007 1109 N/A Exclusion - Regulatory Agency

EC20081109 N/A Include Retroactive Date For Named Subsidary(ies)

EC21011109 0108 Cap On Losses From Certified Acts Of Terrorism

EC21031109 0108 Exclusion Of Certified Acts Of Terrorism

EC21051109 0108 Disclosure Pursuant To Terrorism Risk Insurance Act

EC2108 1109 07 06 Conditional Exclusion Of Terrorism (Relating To |

Disposition Of Federal Terrorism Risk Insurance Act)
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EC21091109 07 06 Exclusion Of Terrorism
| EC21101109 07 06 Extended Reporting Period For Terrorism Coverage

ECAPO011109 08 05 Application For Information Security Protection
Policy. ’

ECAP111109 N/A Application For Financial Institutions Information
Security Protection Policy

ECDS 011109 07 05 Information Security Protection Policy Declarations

ECDS 111109 N/A Financial Institutions Information Security Protection

Policy Declarations
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POLICY NUMBER; ' E-COMMERCE
EC 1001 11 09

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.
POLICY CHANGES

This endorsement modifies insurance provided under the following:

FINANCIAL INSTITUTIONS INFORMATION SECURITY PROTECTION POLICY
INFORMATION SECURITYINFERNET-HABILITY-AND-NETWORK PROTECTION POLICY R

l Policy Change Number:

l Policy Changes Effective:

l Cor;\panyi A . ' V

| [=Named Insured®; I

| Authorized Representative;

I Insuring Agreements Affected:

I Changeé; |

O m O

Authorized Representative

Name:
Title:
Signature:

Date:

A0,
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POLICY NUMBER: E-COMMERCE
EC 10021109

RESIDENT AGENT COUNTERSIGNATURE

Policy Number:
Company:
Named Organization:
State Premium E
$
$ V
$
I. . _ v Authorized Representative : I
I Name: Y
| | Titte:
| Signature: S
| |Date:

X
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THIS ENDORSEMENT CHANGES THE

E-COMMERCE
EC1003 1109

POLICY. PLEASE READ IT CAREFULLY.

NON-BINDING ARBITRATION

This endorsement modifies insurance provided under the following:

FINANCIAL INSTITUTIONS INFORMATION SECURITY PROTECTION POLICY

INFORMATION SECURITYINTERNET-HIABILITY-AND-NETWORK PROTECTION POLICY

If we and the first "named insured" do not agree
whether coverage is provided under this policy for a
“claim" made against any "named insured", then ei-
ther party may make a written demand for arbitration.

When this demand is made, each party will select an
arbitrator. The two arbitrators will select a third. If they
cannot agree on the third within 30 days, either may
request that selection be made by a judge of a court
- having jurisdiction. Each party will:

1. Pay the expenses it incurs; and

2. Bear the expenses of the third arbitrator
equally.

Unless both parties agree otherwise, arbitration will
take place in the county or parish in which the ad-
dress shown in the Declarations is located. Local
rules of law as to procedure and evidence will apply.
Any decision agreed to by any two of the arbitrators
may be appealed to a court of competent jurisdiction.

N
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THIS ENDORSEMENT CHANGES THE

E-COMMERCE
EC 1004 11 09

POLICY. PLEASE READ IT CAREFULLY.

BINDING ARBITRATION

This endorsement modifies insurance provided under the following:

FINANCIAL INSTITUTIONS INFORMATION SECURITY PROTECTION POLICY

INFORMATION SECURITYINFERNETLIABILITY-ANB-NETWORK PROTECTION POLICY

If we and the first "named insured" do not agree
whether coverage is provided under this policy for a
"claim" made against any "named insured", then ei-
ther party may make a written demand for arbitration.

When this demand is made, each party will select an
arbitrator. The two arbitrators will select a third. If they
cannot agree on the third within 30 days, either may
request that selection be made by a judge of a court
having jurisdiction. Each party will:

1. Pay the expenses it incurs; and

2. Bear the expenses of the third arbitrator
equally.

Unless both parties agree otherwise, arbitration will
take place in the county or parish in which the ad-
dress shown in the Declarations is located. Local
rules of law as to procedure and evidence will apply.
A decision agreed to by any two of the arbitrators will
be binding.

S
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E-COMMERCE
EC 10051109

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.
CALCULATION OF PREMIUM

This endorsement modifies insurance provided under the following:

FINANCIAL INSTITUTIONS INFORMATION SECURITY PROTECTION POLICY
' INFORMATION SECURITYINFERNETHABILIFY-ANB-NETPTAORK PROTECTION POLICY R

| The following is added to the policy:

The premium shown in the Declarations was com-
puted based on rates in effect at the time the policy
| was issued. On each renewal, continuation; or anni- E
versary of the effective date of this policy, we will
compute the premium in accordance with our rates
and rules then in effect.

S5
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POLICY NUMBER: E-COMMERCE
EC 20011109

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.

SUPPLEMENTAL EXTENDED REPORTING
| PERIODENDORSEMENT

This endorsement modifies insurance provided under the following:

FINANCIAL INSTITUTIONS INFORMATION SECURITY PROTECTION POLICY R
INFORMATION SECURITYINFERNET-LIABILITY-AND-NETWORK PROTECTION POLICY :

SCHEDULE

Effective Date Of Endorsement;

| Supplemental Extended Repoﬁing Period;

| Premium: $

Informatlon requwed to complete this Schedule, |f not shown above, will be shown in the Declarations.

“A. This Supplement'al Extended Reporting Period B. This endorsement will not take effect unless the I
Eendorsement is provided, as described in Seé- additional premium for it is paid, as required in
tion-Vl,-Paragraph-16-b—Supplemental Extended Section-Vi,-Paragraph—16-b-Paragraph _b. of the
‘Reporting-Period-Paragraph b. of the Extended Extended Reporting Periods Condition of Sec-
Réeporting Periods Condition of the Section VI — tion VI — Conditions. Once in effect, this en-
Conditions and applies for the period of time dorsement may not be cancelled. The premium for
shown in the Schedule. this endorsement will be deemed fully earned as

of the date it is purchased.

O m o
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POLICY NUMBER: E-COMMERCE
’ EC 20 02 11 09

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.
INCLUDE SPECIFIED INDIVIDUALS AS EMPLOYEES

This endorsement modifies insurance provided under the following:

| FINANCIAL INSTITUTIONS INFORMATION SECURITY PROTECTION POLICY

INFORMATION SECURITYINTERNET LIABILIF-AND-NEPAVORK PROTECTION POLICY R
SCHEDULE

A: Name(s); E

Information required to complete this Schedule, if not shown above, will be shown in the Declarations. V

I A. Paragraph—10.The definition of "Eemployee” in
Section VIl - Definitions is amended as follows:

| "Employee"-is-amended-te_also includes any natu-
ral person shown in the Schedule. I

O m O

=D
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POLICY NUMBER:

E-COMMERCE
EC 20031109

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.

AMEND TERRITORY CONDITION FOR WRONGFUL
ACTS OR SUITS

This endorsement modifies insurance provided under the following:

FINANCIAL INSTITUTIONS INFORMATION SECURITY PROTECTION POLICY
INFORMATION SECURITYINTERNET-LIABILITY-AND-NETWORK PROTECTION POLICY

SCHEDULE

| A. Exclude Certain Territories For "Wrongful Act":

| B. Include Certain Territories For Bringing "Suit";

Information required to complete this Schedule, if not shown above, will be shown in the Declarations.

A. Thé following amends Paragraph-18-the Territory  B.
Condition in Section VI — Conditions as respects
~ "wrongful acts":

- Insuring Agreements 1.A— Web Site Publishing
Liability, and—lnsu#mg—Ag;ee;mm—z B—— Network
Security_Breach Liability_and 3. Programming Er-
rors And Omissions_Liability; provide coverage for
"wrongful acts" occurring anywhere in the world
except as shown in Part A. of the Schedule.

The following amends Paragraph-18.-the Territory

Condition in Section VI — Conditions as respects

"suits":
“Suits" must be brought in the United States (in-
cluding its territories and possessions), Puerto

Rico, Canada and any territory shown in Part B. of
the Schedule.

Sl
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E-COMMERCE
EC 2004 11 09

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.
- AMEND TERRITORY CONDITION - SUITS WORLDWIDE

This endorsement modifies insurance provided under the following:

' FINANCIAL INSTITUTIONS INFORMATION SECURITY PROTECTION POLICY

INFORMATION SECURITYINTERNET LIABILITY-AND NETWORK PROTECTION POLICY R '
l 1. Paragraph-18.The Territory Condition in Section 2. Paragraph-25.The definition of "Ssuit" in Section
VI - Conditions is replaced by the following: VIl — Definitions is replaced by the following:

18. Territory _ 3025. "Suit" means a civil proceeding in which dam- E

This policy covers "wrongful acts" which oc- ages to Wh'(.;h this ﬁsurane?%cmgy"gpplles are
curred anywhere in the world. "Suits” may be claimed against the "insured". "Suit" includes:

| brought anywhere in the world. a. An arbitration proceeding in which such
: damages are claimed and to which the "in-

sured" submits with our consent; or V

b. Any other alternative dispute resolution
proceeding in which such damages are
claimed and to which the "insured" submits
with our consent.

ol
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POLICY NUMBER:

E-COMMERCE
EC 20051109

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.

" AGREED VALUE FOR BUSINESS INCOME LOSS EN-
| DORSEMENT

This endorsement modifies insurance provided under the following:

INFORMATION SECURITY INFERNET-LIABILIFYAND- NETWORIK-PROTECTION POLICY

' FINANCIAL INSTITUTIONS INFORMATION SECURITY PROTECTION POLICY

SCHEDULE

| | A= Agreed Value Hourly Amount; A S

Per Hour

| | B. Waiting Period Deductible: B.

Hours

information required to complete this Schedule, if not shown above, will be shown in the Declarations.

A. The following is added to Section Il — Limits Of C.

Insurance:
3. Limit Of Insurance - Business Income And
Extra Expense

l Under Insuring Agreement 6.E— Business In-
come And Extra Expense, we will pay only that
amount of "business income" "loss" which is
the lesser of: '

(a) The amount calculated based upon the
aAgreed vWalue fFormula; or

{b) Your actual "business income” "loss".

The most we will pay under this insuring
agreement during the "policy period" is the In-
suring Agreement Aggregate Limit of Insurance
shown in the Declarations.

| B. Paragraph 1.c2. in Section Il — Deductible is
replaced by the following:

€.2: Under Insuring Agreement 6.E— Business
Income And Extra Expense, we will pay only
the amount of "loss" calculated in accordance
with Paragraph C. below, which applies the
Waiting Period Deductible (shown in  the
Schedule above) to the total number of hours
of "interruption".

%

Paragraph b. of Gendition-15.the Valuation -
Settlement Condition in Section VI. Conditions
is deleted and replaced by the following:

b. With respect to "business income" "loss" under
Insuring Agreement 6.E— Business Income
And Extra Expense:

(1) The amount of "business income" "loss"
payable to you will be determined by first
calculating the Agreed Value Formula.

(2) A "business income" "loss" payable under
the Agreed Value Formula is calculated by
subtracting the number of hours elected for
the Waiting Period Deductible (shown in the
Schedule above) from the total number of
hours of "interruption” of your "e-commerce
activities". The resulting number of hours is

" then multiplied by the Agreed Value Hourly
Amount (shown in the Schedule above).

However, the amount of "business income" will be
reduced to the extent that the reduction in the vol-
ume of business from the affected “e-commerce
activities" is offset by an increase in the volume of
business from other channels of commerce such
as via telephone, mail or other sources.

EC 20 05 11 09 @ Insurance Services Office, Inc., 2008 Page 1 of 2
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c. With respect to "extra expense" under Insuring
Agreement 6.E— Business Income And Extra
Expense, the amount of "extra expense" will be
determined based on:

(1) Necessary expenses that exceed the nor-
mal operating expenses that would have
been incurred in the course of your “e-
commerce activities" during the period of
coverage if no "interruption” had 6ccurred.
We will deduct from the total of such ex-
penses the salvage value that remains of
any property bought for temporary use dur-
ing the period of coverage, once your "e-
commerce activities" are resumed; and

(2) Necessary expenses that reduce the "busi-
ness income” "loss" that otherwise would
have been incurred during the period of
coverage.

D. Example using the Agreed Value Formula:

When

The Agreed Value Hourly Amount

elected is: -$1,500 per hour
The Waiting Period Deductible

elected is: 4four hours

Under the Agreed Value Formula if, due to an "e-
commerce incident" or an "extortion threat", the in-
sured's “"e-commerce activities" are suspended for a
total of 8eight hours whereby the insured incurs
$8,000 in "business income" "loss", the amount pay-
able would be the lesser of:

(a) The result of the amount calculated based
upon the Agreed Value Formula; or

(b) The actual "business income" "loss" incurred.
Under this example, the amount payable is $6,000.
Calculating the Agreed Value Formula:

Step (1): Subtract the Waiting Period Deductible from
the total hours of "interruption" [8eight hours (total
interruption) minus 4four hours (Waiting Period De-
ductible) = 4four hours].

Step (2): Multiply the result from Step (1) by the
Agreed Value Hourly Amount [4four hours x $1,500 =
$6,000].

Step (3): Compare the result from Step (2) [$6,000]
with the total dollar amount of "business income"

“"loss" incurred [$8,000]. The lesser amount {$6,000]
is the amount payable.

SA
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E-COMMERCE
EC 20 06 11 09

~ THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.
AMEND DEFINITION OF SECURITY BREACH

This endorsement modifies insurance provided under the following:

FINANCIAL INSTITUTIONS INFORMATION SECURITY PROTECTION POLICY
INFORMATION SECURITY PROTECTION POLICY

The definition of "security breach" in Section VII —
~ Definitions is replaced by the following:

"Security breach" means:

- a. The acquisition of "personal information"” held
within the "computer system" by a person who is

- not authorized to have access to such information;
or

b. The acquisition of "personal information" held
within the "computer system" by a person author-
ized to have access to such information but which N
resuits in the unauthorized disclosure of such in-
formation.

LoV
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EC 20071109

E-COMMERCE
EC 2007 11 09

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.
EXCLUSION - REGULATORY AGENCY

This endorsement modifies insurance provided under the following:

FINANCIAL INSTITUTIONS INFORMATION SECURITY PROTECTION POLICY

1. The following is added to Section V - Exclu-

sions:

We will not be liable for "loss" or "defense ex-
penses" based upon, attributable to or arising out
of any action or proceeding brought by or on be-
_half of any "regulatory agency” including, but not
limited to, any type of action which any such "regu-
latory agency" may bring as receiver, conservator,
trustee, liquidator or rehabilitator, or any similar of-
ficial, in its own name, or by or on behalf of such
“regulatory agency" in the name of any other en-
tity, or solely in the name of any third party.

Lo\

© Insurance Services Office, Inc., 2008

2. The following is added to Section VIl — Defini-

tions:

"Regulatory agency" means any federal or state
regulatory or supervisory agency, deposit insur-
ance organization, self-regulatory agency, or any
equivalent regulatory agency.
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POLICY NUMBER:

E-COMMERCE
EC 20 08 11 09

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.

INCLUDE RETROACTIVE DATE FOR NAMED
SUBSIDIARY(IES)

This endorsement modifies insurance provided under the following:

FINANCIAL INSTITUTIONS INFORMATION SECURITY PROTECTION POLICY

INFORMATION SECURITY PROTECTION POLICY

SCHEDULE

Effective Date Of Endorsement:

Name Of "Subsidiary"

Retroactive Date

Information required to complete this Schedule, if not shown above, will be shown in the Declarations.

For each "subsidiary” shown in the Schedule:

1. The coverage, terms and conditions of the at-
tached policy apply to the "subsidiary". However,
we will not be liable for "loss" or "defense ex-
pensés" under Insuring Agreement 1. Web Site
Publishing Liability, 2. Security Breach Liability or
3. Programming Errors And Omissions Liability, if
coverage is carried hereunder, based upon, attrib-
utable to or arising out of a "wrongful act" or “inter-
refated wrongful acts" that occurred before the ap-
propriate Retroactive Date shown in the Schedutle.

Lo

2, All references throughout the policy to the Retro-

active Date shown in the Declarations shall be
deemed to mean the Retroactive Date shown in
the Schedule.

EC 2008 1109 © Insurance Services Office, Inc., 2008 Page 1 of 1

a







E-COMMERCE
EC 21011109

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.
CAP ON LOSSES FROM CERTIFIED ACTS OF TERRORISM

This endorsement modifies insurance provided under the following:

FINANCIAL INSTITUTIONS INFORMATION SECURITY PROTECTION POLICY

INFORMATION SECURITYINFERNET-HABILITFY-AND-NETWORK PROTECTION POLICY

If aggregate insured losses attributable to terrorist
acts certified under the federal ‘Terrorism Risk Insur-
ance Act exceed $100 billion in a Program Year
(January 1 through December 31) and we have met
our insurer deductible under the Terrorism Risk Insur-
ance Act, we shall not be liable for the payment of any

" portion . of the amount of such losses that exceeds
$100 billion, and in such case insured losses up to
that amount are subject to pro rata allocation in ac-
cordance with procedures established by the Secre-
tary of the Treasury.

“Certified act of terrorism" means an act that is certi-
fied by the Secretary of the Treasury, in concurrence
- with the Secretary of State and the Attorney General
of the United States, to be an act of terrorism pursu-
ant to the federal Terrorism Risk Insurance Act. The
criteria contained in the Terrorism Risk Insurance Act
for a "certified act of terrorism" include the following:

1. The act resulted in insured losses in excess of $5
million in the aggregate, attributable to all types of
insurance subject to the Teérrorism Risk Insurance
Act; and

L2
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EC 21011109

2. The act is a violent act or an act that is dangerous
to human life, property or infrastructure and is
committed by an individual or individuals as part of
an effort to coerce the civilian population of the
United States or to influence the policy or affect
the conduct of the United States Government by
coercion.
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E-COMMERCE
EC 21031109

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.
EXCLUSION OF CERTIFIED ACTS OF TERRORISM

This endorsement modifies insurance provided under the following:

FINANCIAL INSTITUTIONS INFORMATION SECURITY PROTECTION POLICY
INFORMATION SECURITYINFERNETLIABILIY-AND NETWORK PROTECTION POLICY

I A. The following exelusion-is added to Section V — 2. The act is a violent act or an act that is dan- R
Exclusions: gerous to human life, property or infrastructure
We will not pay for any “loss" resulting from any and is committed by an individual or iqdividuals
"claim" based upon, attributable to or arising, di- as part of an effort to coerce the civilian popu-
rectly or indirectly, out of "a certified act of terror- lation of the United States or to influence the
ism". : policy or affect the conduct of the United States E

, S . . ) Government by coercion.
B. The following definition-is added to Section VIl —

Definitions: ,
"Certified act of terrorism" means an act that is
‘certified by the Secretary of the Treasury, in con- - V
currence with the Secretary of State and the Attor- . '
ney General of the United States, to be an act of
terrorism pursuant to the federal Terrorism Risk
Insurance Act. The criteria contained in the Terror- o
ism Risk Insurance Act for a "certified act of terror-
ism" include the following: I
1. The act resuited in insured losses in excess of
$5 million in the aggregate, attributable to all
types of insurance subject to the Terrorism
Risk Insurance Act; and S

e
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POLICY NUMBER: E-COMMERCE

EC 21051109

DISCLOSURE PURSUANT TO TERRORISM
RISK INSURANCE ACT

SCHEDULE

Terrorism Premium (Certified Acts): $
This premium is the total Certified Acts premium attributable to the
L] Financial Institutions Information Security Protection Policy: or

L] Information Security Internet-Liability And Network-Protection Policy:

Additional information, if any, concerning the terrorism premium:

Information required to complete this Schedule, if not shown above, will be shown in the Declarations.

‘A. Disclosure Of Premium
In accordance with the federal Terrorism Risk In-

C. Cap On Insurer Participation In Payment Of
Terrorism Losses

EC 21051109

‘surance Act, we are reduired to provide you with a
notice disclosing the portion of your premium, if
any, attributable to coverage for terrorist acts certi-
fied under the Terrorism Risk Insurance Act. The
portion of your premium attributable to such cov-
erage is shown in the Schedule of this endorse-
ment or in the policy Declarations.

. Disclosure Of Federal Participation In Payment
Of Terrorism Losses

The United States Government, Department of the

Treasury, will pay a share of terrorism losses in-
sured under the federal program. The federal
share equals 85% of that portion of the amount of
such insured losses that exceeds the applicable
insurer retention. However, if aggregate insured
losses attributable to terrorist acts certified under
the Terrorism Risk Insurance Act exceed $100 bil-
lion in a Program Year (January 1 through De-
cember 31), the Treasury shall not make any
payment for any portion of the amount of such
losses that exceeds $100 billion.

(S
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If aggregate insured losses attributable to terrorist
acts certified under the Terrorism Risk Insurance
Act exceed $100 billion in a Program Year (Janu-
ary 1 through December 31) and we have met our
insurer deductible under the Terrorism Risk Insur-
ance Act, we shall not be liable for the payment of
any portion of the amount of such losses that ex-
ceeds $100 billion, and in such case insured
losses up to that amount are subject to pro rata al-
location in accordance with procedures estab-
lished by the Secretary of the Treasury.
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E-COMMERCE
EC 2108 1109

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.

CONDITIONAL EXCLUSION OF TERRORISM
(RELATING TO DISPOSITION OF FEDERAL
TERRORISM RISK INSURANCE ACT)

This endorsement modifies insurance provided under the following:

FINANCIAL INSTITUTIONS INFORMATION SECURITY PROTECTION POLICY
INFORMATION SECURITY MERNEPHABH:II\LAND-NEIWQRK—PROTECTION POLICY

| A. Applicability Of The Provnsuons Of This
Endorsement

1. The provisions of this endorsement be-

2. If the provisions of this endorsement be-
come applicable, such provisions:

a. Supersede any terrorism endorsement

EC 2108 11 09

come applicable commencing on the first
date during this policy by which any one or
more of the following first occurs. But if
your policy {meaning the policy period in
which this endorsement applies) begins af-
ter such date, then the provisions of this
endorsement become applicable on the
date your policy begins.

a. The federal Terrorism Risk Insurance
Program ("Program®), established by the
Terrorism Risk Insurance Act, has ter-

‘minated with respect to the type of in-
surance provided under this policy; or

b. A renewal, extension or replacement of
the Program has become effective with-
out a requirement to make terrorism
coverage available to you and with rev:-
sions that:

(1) Increase our statutory percentage
deductible under the Program for ter-
rorism losses. (That deductible de-
termines the amount of all certified
terrorism losses we must pay in a
calendar year, before the federal gov-
ernment shares in subsequent pay-
ment of certified terrorism losses.);
or

(2) Decrease the federal government's
statutory percentage share in poten-
tial terrorism losses above such de-
ductible; or

(3) Redefine terrorism or make insur-
ance coverage for terrorism subject
to provisions or requirements that
differ from those that apply to other
types of events or occurrences under
this policy.

3.

already endorsed to this policy that ad-
dresses "certified acts of terrorism"
and/or "other acts of terrorism", but only
with respect to an incident(s) of terror-
ism (however defined) which results in a
"claim" first being made against an "in-
sured person" or the "company” on or
after the date when the provisions of
this endorsement become applicable;
and

b. Remain applicable unless we notify you
of changes in these provisions, in re-
sponse to federal law.

If the provisions of this endorsement do
NOT become applicable, any terrorism en-
dorsement already endorsed to this policy,
that addresses "certified acts of terrorism"
and/or "other acts of terrorism", will con-
tinue in effect unless we notlfy you of
changes to that endorsement in response
to federal law.

B. The following definition-is added to Section VIl -
Definitions and applies under this endorsement
wherever the term terrorism is enclosed in quota-
tion marks:

1.

(ol
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"Terrorism" means activities against persons,
organizations or property of any nature:

a. That involve the following or preparation for
the following:

(1) Use or threat of force or violence; or

(2) Commission or threat of a dangerous
act; or

(3) Commission or threat of an act that
interferes with or disrupts an electronic,
communication, information, or me-
chanical system; and

Page 1 of 2







b. When one or both of the following applies:

(1) The effect is to intimidate or coerce a
government or the civilian population or
any segment thereof, or to disrupt any
segment of the economy; or

(2) It appears that the intent is to intimidate
or coerce a government, or to further
political, ideological, religious, social or
economic objectives or to express (or
express opposition to) a philosophy or
ideology.

C. With respect to this endorsement, Paragraph 3. in
Section V — Exclusions is deleted.

D. The following exclusien-is added to Section V —
Exclusions:

EXCLUSION-OFTERRORISMEXclusion of
Terrorism

We will not pay for any "loss" caused directly or
indirectly by "terrorism", including action in hinder-
ing or defending against an actual or expected in-
cident of "terrorism". Any "loss" is excluded re-
gardless of any other cause or event that
contributes concurrently or in any sequence to
- such "loss". But this exclusion applies only
when one or more of the following are attrib-
uted to an incident of “terrorism":

1. The "térrorism" is carried out by means of the
dispersal or application of radioactive material,
or through the use of a nuclear weapon or de-
vice that involves or produces a nuclear reac-
tion, nuclear radiation or radioactive contami-

~ nation; or

2. Radioactive material is released, and it ap-
‘pears that one purpose of the "terrorism" was

- to release such material; or

3. The "terrorism" is carried out by means of the
dispérsal or application of pathogenic or poi-
sonous biological or chemical materials; or

4. Pathogenic or poisonous biological or chemical
materials are released, and it appears that one

purpose of the "terrorism" was to release such
materials; or

o\

5. The total of insured damage to all types of
property exceeds $25,000,000. In determining
whether the $25,000,000 threshold is ex-
ceeded, we will include all insured damage
sustained by property of all persons and enti-
ties affected by the "terrorism" and business in-
terruption losses sustained by owners or occu-
pants of the damaged property. For the
purpose of this provision, insured damage
means damage that is covered by any insur-
ance plus damage that would be covered by
any insurance but for the application of any ter-
rorism exclusions; or

6. Fifty or more persons sustain death or serious
physical injury. For the purposes of this provi-
sion, serious physical injury means:

a. Physical injury that involves a substantial
risk of death; or

b. Protracted and obvious physical disfigure-
ment; or

c. Protracted loss of or impairment of the
function of a bodily member or organ.

Multiple incidents of "terrorism" which occur within
a 72-hour period and appear to be carried out in
concert or to have a related purpose or common
leadership will be deemed to be one incident, for
the purpose of determining whether the thresholds
in Paragraph D.5. or D.6. are exceeded.

With respect to this Exclusion, Paragraphs D.5.
and D.6. describe the threshold used to measure
the magnitude of an incident of "terrorism" and the
circumstances in which the threshold will apply, for
the purpose of determining whether this Exclusion
will apply to that incident. When the Exclusion ap-
plies to an incident of "terrorism", there is no cov-
erage under this policy.

In the event of any incident of "terrorism" that is
not subject to this Exclusion, coverage does not
apply to any "loss" that is otherwise excluded un-
der this policy.
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THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.
EXCLUSION OF TERRORISM

This endorsement modifies insurance provided under the following:

B.

EC 2109 1109

FINANCIAL INSTITUTIONS INFORMATION SECURITY PROTECTION POLICY

INFORMATION SECURITYINTERNET-LABILHY-AND-NETWORK PROTECTION POLICY

The following definition-is added to Section VIl —
Definitions and applies under this endorsement
wherever the term terrorism is enclosed in quota-
tion marks:

1. "Terrorism" means activities against persons,
organizations or property of any nature:

“a. That involve the following or preparation for
the following:

(1) Use or threat of force or violence; or

(2) Commission or threat of a dangerous
act; or

(3) Commission or threat of an act that
interferes with or disrupts an electronic,
communication, information, or me-
chanical system; and

b. When one or both of the following applies:

(1) The effect is to intimidate or coerce a
government or the civilian population or
any segment thereof, or to disrupt any
segment of the economy; or

(2) It appears that the intent is to intimidate
or coerce a government, or to further
political, ideological, religious, social or
economic objectives or to express (or
express opposition to) a philosophy or
ideology.

With respect to this endorsement, Paragraph 3. in
Section V — Exclusions is deleted.

G
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Exclusions:
EXCLUSIONXxclusion OFf TERRORISMerrorism

We will not pay for any "loss" caused directly or
indirectly by "terrorism", including action in hinder-

ing or defending against an actual or expected in-

cident of "terrorism". Any "loss" is excluded re-
gardless of any other cause or event that
contributes concurrently or in any sequence to
such "loss". But this exclusion applies only
when one or more of the following are attrib-
uted to an incident of "terrorism":

1. The "terrorism" involves the use, release or
escape of nuclear materials, or directly or indi-
rectly results in nuclear reaction or radiation or
radioactive contamination; or

2, Pathogenic or poisonous biological or chemical
materials are released, and it appears that one
purpose of the "terrorism" was to release such
materials; or

3. The total of insured damage to all types of
property exceeds $25,000,000. In determining
whether the $25,000,000 threshold is ex-
ceeded, we will include all insured damage
sustained by property of all persons and enti-
ties affected by the "terrorism" and business in-
terruption losses sustained by owners or occu-
pants of the damaged property. For the
purpose of this provision, insured  damage
means damage that is covered by any insur-
ance plus damage that would be covered by
any insurance but for the application of any ter-
rorism exclusions; or
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4. Fifty or more persons sustain death or serious
physical injury. For the purposes of this provi-
sion, serious physical injury means:

a. Physical injury that involves a substantial
risk of death; or

'b. Protracted and obvious physical disfigure-
ment; or

c. Protracted loss of or impairment of the
function of a bodily member or organ.

Multiple incidents of "terrorism" which occur within
a 72-hour period and appear to be carried out in
concert or to have a related purpose or common
leadership will be deemed to be one incident, for
‘the purpose of determining whether the thresholds
in Paragraph C.3. or C.4. are exceeded.

R
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With respect to this Exclusion, Paragraphs C.3.
and C.4. describe the threshold used to measure

- the magnitude of an incident of "terrorism" and the

circumstances in which the threshold will apply, for
the purpose of determining whether this Exclusion
will apply to that incident. When the Exclusion ap-
plies to an incident of "terrorism”, there is no cov-
erage under this policy.

In the event of any incident of "terrorism" that is
not subject to this Exclusion, coverage does not
apply to any "loss" that is otherwise excluded un-
der this policy.
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THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.

EXTENDED REPORTING PERIOD FOR
TERRORISM COVERAGE

This endorsement modifies insurance provided under the following:

" EINANCIAL INSTITUTIONS INFORMATION SECURITY PROTECTION POLICY

INFORMATION SECURITYINTERNET-LIABHLITY AND-NETWORK PROTECTION POLICY

As respects Insuring Agreements 1.A—— Web Site
Publishing Liability,—and 2.B——Network Security
Breach Liability_and 3. Programming Errors And
Omissions Liability only, the following provision is
added and supersedes any provision to the contrary

- when an exclusion of terrorism contained in a Condi-

tional Exclusion of Terrorism endorsement attached to
this pPolicy goes into effect.

If:

a. An incident of "terrorism" occurred before the

conditional exclusion went into effect, but not be-
fore November 26, 2002;

b. A "loss" resulting from a "claim" arising out of that
incident would have been covered under the pro-
visions of this insurance had the "claim" been
made and reported to us prior to the conditional
exclusion taking effect; and

M0
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c. That "claim" is arising out of the incident of "terror-
ism" and it is made within Sfive years after the
date the conditional exclusion went into effect;

that "claim" will be considered to have been first
made prior to the time that the conditional exclu-
sion went into effect.

This provision does not apply to claims covered by

subsequent insurance you purchase, or that would .

have been covered but for the exhaustion of the
amount of insurance applicable to such claims.

The phrase, incident of “terrorism", means any inci-
dent of "terrorism" as defined in the Conditional Ex-
clusion of Terrorism endorsement.

Page 1 of 1
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INFORMATION SECURITY INTERNET LIABILITY-AND NET-
WORKPROTECTION POLICY

INSURING AGREEMENTS 1., 2. A-AND 3.B OF THIS POLICY PROVIDE CLAIMS-MADE COVERAGE. DE-
FENSE EXPENSES ARE PAYABLE WITHIN, AND ARE-NOT IN ADDITION TO, THE LIMIT OF INSURANCE.
PAYMENT OF DEFENSE EXPENSES UNDER THIS POLICY WILL REDUCE THE LIMIT OF INSURANCE.

PLEASE READ THE ENTIRE POLICY CAREFULLY.

Various provisions in this policy restrict coverage.
Read the entire policy carefully to determine rights,
duties and what is and is not covered.

Throughout this policy the words "you" and "your"
refer to the "named insured" shown in the Declara-
tions. The words "we", "us" and "our" refer to the
company providing this insurance.

Other words and phrases that appear in quotation
marks have special m'eaning Refer to Section VII —
Definitions.

SECTION I - INSURING AGREEMENTS
1 1. Web Site Publishing

; tLlab‘lllty '
“We will pay for "loss" that the "insured" becomes
legally obligated to pay, and "defense expenses",
as a result of a "claim” first made against the "in-
sured" during the "policy period” or during the ap-
plicable Extended Reporting Period for a "wrongful
act" or a series of “interrelated wrongful acts" tak-
ing place on or after the Retroactive Date, if any,
-shown in the Declarations, and before the end of
the “policy period".

. 2. Insuring-Agreement-B—Network-Security

Bréeach Liability

We will pay for "loss" that the "insured" becomes
legally obligated to pay, and "defense expenses"”,
as a result of a "claim" first made against the "in-
sured" during the “"policy period" or during the ap-
plicable Extended Reporting Period for a "wrongful
act" or a series of "interrelated wrongful acts” tak-
ing-place on or after the Retroactive Date, if any,
shown in the Declarations, and before the end of
the "policy period".

)\
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~ 3. Programming Errors And Omissions Liability

We will pay for "loss" that the "insured" becomes
legally obligated to pay, and "defense expenses",
as a result of a "claim" first made against the."in-
sured" during the "policy period" or during the ap-
plicable Extended Reporting Period for a "wrongful
act” or a series of "interrelated wrongful acts" tak-
ing place on or after the Retroactive Date, if any.
shown in the Declarations, and before the end of
the "policy period”. -

43.Insuring-Agreement-C—Replacement Or

Restoration Of Electronic Data

We will pay for "loss" of "electronic data" or "com-
puter programs" stored within yeurthe "computer
system" resulting directly from an "e-commerce in-

cident"-which-is-beth sustained-and—reported-to-us
during the “"policy period".

54.Insuring-Agreement-D—Cyber Extortion

Threats

We will pay for "loss" resulting directly from an "ex-
tortion threat"-which-is-beth communicated to you

and-reperted-to-us-during the "policy period".
However, we will not pay for "extortion expenses"
or “ransom payments" which are part of a series of
related threats that began prior to the "policy pe-
riod".

65. Insuring-Agreement E—Business Income And

Extra Expense

We will pay for "loss" due to an “interruption" re-
sulting directly from an "e-commerce incident" sus-
tained during the "policy period" or an “"extortion
threat"_communicated to you during the "policy pe-
riod".

7. Public Relations Expense

We will pay for "loss" due to "negative publicity”
resulting directly from an "e-commerce incident" or
a _"security breach" sustained during the “policy
period"”.
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8. Security Breach Expense b. Under Insuring Agreements 4. Replacement Or
We will pay for "loss" resulting directly from a "se- Restoration Of Electron!c Data, 5. Extortion
curity breach” sustained during the "policy period". Threats, 7. Public_Relations Expense and 8.

Security Breach Expense:

We will pay only the amount of "loss" which is
in_excess of the applicable Deductible Amount

SECTION Il - LIMITS OF INSURANCE
1. Policy Aggregate Limit Of Insurance

The most we will payOur-tetaHiability for all "loss", shown in the Declarations.

and "defense expenses’; if covered, under this c. Under Insuring Agreement 6. Business Income
policy isshall-net—exceed the Policy Aggregate And Extra Expense:

Limit of Insurance shown in the Declarations. The ) .

Policy Aggregate Limit of insurance shall be re- We will pay only the amount of "loss” which ex-
duced by the amount of any payment made under ceeds the greater of:

the terms of this policy. Upon exhaustion of the {1) The Deductible Amount shown in the Dec- R
Policy Aggregate Limit of Insurance by such pay- larations; or

ments, we willshall have no further_obligations or (2) The amount of "loss" incurred during the
liability_of any kind under this policy.-fer—~less™+e-

= — Waiting Period shown in the Declarations.
gardless-of-when—a—"claim"-is-made-or-a-less™is

sustained- 2. In the event a "loss" is covered under more than
one Insuring Agreement, only the highest Deducti- E
ble_ Amount applicable to the "loss" shall be ap-

plied.
Subject to the Policy Aggregate Limit of Insurance, 4.—Underlnsuring-Agreement- A—Web-Site-Publish-
the most we will pay eurliabiliby-for all "loss", and )

2. Insuring Agreements Aggregate Limits Of
Insurance .

"defense expenses"; if covered, under each Insur- e Limili : _
ing Agreement is limited as follows: 5| QE ERE m’l ! I'~|'.sul"g'g£ E’ l‘g' el em'enEt c Hleplae.e V
a. The Insuring Agreement Aggregate Limit of Agreement-B—GCyber-Extortion:

Insurance shall be reduced by the amount of ] ; : Mol
any payment for "loss", and "defense ex- "y £

penses” if covered, under that Insuring Agree- Gess—ef—the—applwable—DeéHet}ble—Acmunt
- ment; and | shown—in—the—Declarations—Such—Deductible I
b. Upon exhaustion of the Insuring Agreement Amount-will-be-berne-by-you;-self-insured;-and
"~ Aggregate Limit of Insurance by such pay- at-yourown-fisk:
ments, we willshall have no further obligations b—The-Deductible-Amount-will-apply-to-all:
or _liability of any kind under that [nsuring ) . . . " .
S hmany oA et et e : ost_rosuting S
) : » oA A — Wob. Site Publishina.Liabil
SECTION Ill - DEDUCTIBLE ity
1. Subject to Section i — Limits Of Insurance; " " " " : E
a. Under Insuring Agreements 1. Web Site Pub- = -
lishing Liability, 2. Security Breach Liability and tated-wrongful-acts"-covered-underlnsuring
3. Programming Errors And Omissions Liabil- ) AgreementB—Network-Security-Liability-
iti 1" " H
We will pay only the amount of "loss", and "de- —Replacement—Or-Restoration—Of—Elec- D
fense expenses", which are in_excess of the i - “virds™

applicable Deductible Amount shown in the = u
Declarations resulting from the same "wrongful i L
act" or "interrelated wrongful acts". Such De- " "

ductible Amount will be borne by vou, self- Cyber Extortion

insured, and at your own risk.

R
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SECTION IV — DEFENSE AND SETTLEMENT

The provisions contained within this section apply

only to Insuring Agreements 1.A— Web Site Publish-

ing Liability, 2.—ard—B— Network Security_Breach

Liability_and 3. Programming Errors And Omissions

Liability.-onby

1. We shallwill have the right and duty to select coun-
sel and defend the "insured" against any "claim”
covered under-by Insuring Agreements 1.A— Web
Site Publishing Liability, 2.
B—Network Security Breach Liability and 3. Pro-
gramming Errors And Omissions Liability, even
|fregard4ess—ef—whethe1; the allegations of such
“claim" are groundless, false or fraudulent. How-
ever,But we shallwill have no duty to defend the
"msured" against any "claim” seeking-damages-for

which is_not covered under any of these Insuring

Agreements, provides-coverage-

| 2. We may, upon the written consent of the "insured",

make any settlement of a "claim" which we deem
reasonable. If the "insured" withholds consent to
such settlement, our liability for all "loss" resulting
from.such "claim” will not exceed the amount for
which we could have settled such "claim”, plus
"defense expenses" incurred, as of the date we
proposed such settlement in writing to the "in-
sured”. Upon refusing to consent to a settlement
we deem reasonable, the "insured" shall, at its
sole expénse, assume all further responsibility for
its defense including all additional costs associ-
ated with the investigation, defense and/or settle-
ment of such "claim".

SECTION V — EXCLUSIONS

We will not be liable for_"loss" or "defense expenses”:
r IlI E S sll:

1. Based upon, attributable to or arising out of light-
ning, earthquake, hail, volcanic action, or any
other act of nature.

| 2. Based upon, attributable to or arising out of:

a. War, including undeclared or civil war or civil
unrest;

b. Warlike action by military force, including ac-
tion hindering or defending against an actual or
expected attack, by any government, sovereign
or other authority using military personnel or
other agents; or

c. Insurrection, rebellion, revolution, usurped
power, or action taken by government authority
in hindering or defending against any of these.

3. Based upon, attributable to or arising out of the
dispersal or application of pathogenic or poison-
ous biological or chemical materials, nuclear reac-
tion, nuclear radiation or radioactive contamina-
tion, or any related act or incident, however
caused.

4. Based upon, attributable to or arising out of bodily
injury or physical damage to or destruction of tan-
gible property, including loss of use thereof.

Bodily injury includes bodily injury, sickness or
disease sustained by a person, including death re-
sulting from any of these at any time.

5. Based upon, attributable to or arising out of an
unexplained or indeterminable failure, malfunction
or slowdown of yeurthe "computer system”, includ-
ing "electronic data" and the inability to access or
properly manipulate the "electronic data".

6. Based upon, attributable to or arising out of an
"interruption” in normal computer function or net-
work service or function due to insufficient capac-
ity to process transactions or due to an overload of
activity on yeurthe "computer system" or network.
However, this exclusion does not apply if such "in-
terruption” is caused by an "e-commerce incident".

7. Based upon, attributable to or arising out of a
complete or substantial failure, disablement or
shutdown of the Internet, regardless of the cause.

8. Based upon, attributable to or arising out of the
failure, reduction in or surge of power.

9. Based upon, attributable to or arising out of any
actual or alleged violation of the Racketeer Influ-
enced And Corrupt Organizations Act (RICO) and
its amendments, or similar provisions of any fed-
eral, state or local statutory or common law.

104. Based upon, attributable to or arising out of
the malfunction or failure of any satellite.

112. Based upon, attributable to or arising out of
an injury caused by an -"insured" or at an "in-
sured's” direction with the knowledge that the act
would violate the rights of another.

123. Based upon, attributable to or arising out of
an oral or written publication of material, if done by
an “insured" or at an "insured's" direction with
knowledge of its falsity.

=
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134. Based upon, attributable to or arising out
ofResulting-from an "insured's" assumption of li-
ability by contract or agreement, whether oral or
written. However, this exclusion does not apply to
liability for damages that an "insured" would have
in the absence of such contract or agreement.

145. Based upon, attributable to or arising out of
any actual or alleged patent or trade secret viola-
tion, including any actual or alleged violation of the
Patent Act, the Economic Espionage Act of 1996
or the Uniform Trade Secrets Act and their
amendments.

156. Based upon, attributable to or arising out of:

a. The actual, alleged or threatened discharge,
dispersal, seepage, migration, release or es-
cape of "pollutants" at any time; er

" b. Any request, demand, order or statutory or
regulatory requirement that any "insured"yeu or
others test for, monitor, clean up, remove, con-
tain, treat, detoxify or neutralize, or in any way
respond to, or assess the effects of, "pollut-
ants"; or

¢. A "claim" or "suit" brought by or on behalf of
any governmental authority for damages be-
cause of testing for, monitoring, cleaning up,
removing, containing, treating, detoxifying or
neutralizing, or in any way responding to, or
assessing the effects of, "pollutants®”.

167Z. Based upon, attributable to or arising out of
any "claim", "suit" or other proceeding against an
“insured" which was pending or existed prior to the
"policy period", or arising out of the same or sub-
stantially the samé facts, circumstances or allega-
tions which are the subject of, or the basis for,
. such "claim", "suit" or other proceeding.

178. Based upon, attributable to or arising out of
your employment practices including, but not lim-
ited to, términation of employment, demotion, re-
assignment, discipline, harassment, coercion or
refusal to employ regardless of whether you are li-
able as an employer or in any other capacity.

189. Based upon, attributable to or arising out of a
"wrongful act" or "interrelated wrongful acts" that
occurred before the Retroactive Date, if any,
shown in the Declarations.

1920. Based upon, attributable to or arising out of

the same facts, "wrongful acts” or “interrelated
wrongful acts", alleged or contained in any "claim"
which has been reported, or in any circumstances
of which notice has been given, under any insur-
ance policy of which this policy is a renewal or re-
placement.

202. Based upon, attributable to or arising out of
any criminal, dishonest, malicious or fraudulent act
or any willful violation of any statute or regulation
by any “insured", acting alone or in collusion with
others.

However, with the exception of "claims"-that-are
excluded under Exclusions14.,—9+—40,15—and
21 we will defend "clalms" first made against an
"insured" alleging such acts or violations until final
adjudication is rendered against such “insured".
Final adjudication rendered against one "insured"
shall not be imputed to any other "insured".

We will not provide indemnification for any
"claims” to which any "insured" enters a guilty plea
or pleads no contest, and we will not provide a de-
fense from the time we become aware that any
"insured" intends to so plead.

213. Based upon, attributable to or arising out of
costs, fees or other expenses you incur in estab-
lishing either the existence or the amount of "loss"
covered under this policy.irsurance:

225. Based upon, attributable to or arising out of
any action by a governmental authority, including
the seizure or destruction of property by order of
governmental authority. However, this exclusion
shall not apply to actions brought by a governmen-
tal authority acting solely in its capacity as a cus-
tomer of the "named insured" or one of its "sub-
sidiaries".

236. Based upon, attributable to or arising out of
any action by a governmental or quasi-
governmental authority or agency including, but
not limited to, regulatory actions brought against
you on behalf of the Federal Trade Commission,
Federal Communications Commission; or other
regulatory agency. However, this exclusion shall
not apply to actions brought by governmental au-
thority acting solely in its capacity as a customer of
the "named insured" or one of its "subsidiaries”.

247. Based upon, attributable to or arising out of
costs associated with upgrading or improving
yourthe "computer system" regardless of the rea-
son for the upgrade.

258. Based upon, attributable to or arising out of

"claims" brought or alleged by one "insured"-under
this-policy against another.

B
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26.Based upon, attributable to or arising out of unin-
tentional errors or omissions in the entry of “"elec-
tronic data" into the "computer system".

SECTION VI — CONDITIONS
1. Cancellation

a. The first "named insured” shown in the Decla-
rations may cancel this policy by mailing or de-
livering to us advance written notice of cancel-
lation.

b. We may cancel this policy by mailing or deliv-
ering to the first "named insured" written notice
of cancellation at least:

(1) 10 days before the effective date of cancel-
lation if we cancel for nonpayment of pre-
mium; or

(2) 30 days before the effective date of cancel-
lation if we cancel for any other reason. 5.

c. We will mail or deliver our notice to the first
"named insured's" last mailing address known
to us.

'd. Notice of cancellation will state the effective
date of cancellation. The "policy period” will
end on that date.

e. If this policy is canceled, we will send the first
"named insured" any premium refund due. If
we cancel, the réfund will be prorated. If the
first "named insured" cancels, the refund may
be less than pro rata. The cancellation will be

- effective even if we have not made or offered a
refund.

f. If notice is mailed, proof of mailing will be suffi-
cient proof of notice.

2. Changes

This policy contains all the agreements between

_you and us concerning the insurance afforded.
The first "named insured" shown in the Declara-
tions is authorized to make changes in the terms
of this policy with our consent. This policy's terms
can be amended or waived only by endorsement
issued by us and made a part of this policy.

3. Examination Of Your Books And Records

We may examine and audit your books and re-
cords as they relate to this policy at any time dur-
ing the "policy period" and up to three years after-
ward.

4. Inspections And Surveys
a. We have the right to:
(1) Make inspections and surveys at any time;

(2) Give you reports on the conditions we find;
and

6.

{3) Recommend changes.

9

b. We are not obligated to make any inspections,
surveys, reports or recommendations, and any
such actions we do undertake relate only to in-
surability and the premiums to be charged. We
do not make safety inspections. We do not un-
dertake to perform the duty of any person or
organization to provide for the health or safety
of workers or the public. And we do not warrant
that conditions:

(1) Are safe or healthful; or

(2) Comply with laws, regulations, codes or
standards. .

c. Paragraphs a. and b. of this condition apply not
only to us, but also to any rating, advisory, rate
service or similar organization which makes in-
surance inspections, surveys, reports or rec-
ommendations.

Premiums

The first "named insured" shown in the Declara-

tions:

a. Is responsible for the payment of all premiums;
and

b. Will be the payee for any return premiums we
pay. .

Transfer Of Your Rights And Duties Under This

Policy

Your rights and duties under this policy may not be
transferred without our written consent except in
the case of death of an individual "named in-
sured".

If you are a sole proprietor and you die, your rights
and duties will be transferred to your legal repre-
sentative but only while acting within the scope of
duties as your legal representative. Until your legal
representative is appointed, anyone having proper
temporary custody of your property will have your
rights and duties but only with respect to that prop-
erty.

Subrogation .

In the event of any payment under this policy, we
shall be subrogated to the extent of such payment
to you and/or your rights of recovery. You shall
execute all papers required and shall do every-
thing necessary to secure and preserve such
rights, including the execution of such documents
necessary to enable us to bring suit in your name.
Any recoveries, less the cost of obtaining them,
will be distributed as follows:

a. To you until you are reimbursed for any "loss"
you sustain that exceeds the sum of the appli-
cable Aggregate Limit of Insurance and the
Deductible Amount, if any;
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b. Then-to us, until we are reimbursed for the
payment made under this policy;

¢. Then to you until you are reimbursed for that
part of the payment equal to the Deductible
Amount, if any.

8. Bankruptcy

Your bankruptcy, or the bankruptcy of your estate
if you are a sole proprietor, will not relieve us of
our obligations under this policy.

9. Representations

You represent and warrant that all information and
statements contained in the "application” are true,
accurate and complete. All such information and
statements are the basis for our issuing this policy
and shall be considered as incorporated into and
constitute a part of this policy. Misrepresentation
-of any material fact may be grounds for the rescis-
sion of this policy.

10.Changes In Exposure

a. Acquisition Or Creation Of Another
Organization

If before or during the "policy period";

(1) _Yyou acquire securities or voting rights in
another organization or create another or-
ganization which, as a resuilt of such acqui-
sition or creation, becomes a "subsidiary";
or

(2) Yyou acquire any organization through
merger or consolidation;

then yeu%halknet—have—sue#eevemge—as—;&af-

such organization
will be covered under this policy but only with
respect to "wrongful acts" or "loss" which oc-
curred. after the effective date of such acquisi-
tion_or_creation, provided™ess™ which-has-oc-
GH”?Q or-will-ocou of Il_a‘s. SRSeR-of '“", anse
out-of tl_lelassﬁets ell I'ab'l't'el.sl a‘l_equ,ned by-you

purchase-or-acquisition-of -assets—orliabilities
wnless, with regard to Paragraphs a.(1) and
a:(2), you:
(a1) Give us written notice of the_acquisition
or_creation of such organization eenseli-

dation,—merger—or-purchase—er—acquisi-
tion—of-assets—or-liabilities—within ninety
{90) days afterof the effective date of
such action;

(b2) Obtain our written consent to extend the
coverage provided by this policy to such
organizationexposures; and

{c3) Upon obtaining such consent, pay us an
additional premium.

b. Acquisition Of Named Insured
If during the "policy period";

(1) Tthe "named insured" merges into or con-.

solidates with another organization, such
that the "named insured"” is not the surviving
organization; or

(2 ) Aanother organization, or person or group
of organizations and/or persons acting in
concert, acquires securities or voting rights
which result in ownership or voting control
by the other organization(s) or person(s) of
more than 50% of the outstanding securi-
ties representing the present right to vote
for the election of directors of the "named
insured";

then the coverage afforded under this policy
will continue until the end of the "policy period",
but only with respect to "claims" arising out of
"wrongful acts" or "loss" which occurred prior to
the effective date of such merger, consolidation
or acquisition.

The full annual premium for the "pollcy period”
will be deemed fully earned immediately upon
the occurrence of such merger, consolidation
or acquisition of the "named insured".

The "named insured” must give written notice
of such merger, consolidation or acquisition to
us as soon as practicable, together with such
information as we may reasonably require.

c. Cessation Of Subsidiaries

If before or during the "policy period" an or-
ganization ceases to be a "subsidiary", the cov-
erage afforded under this policy with respect to
such "subsidiary” will continue until the end of
the "policy period" but only with respect to
"claims" arising out of "wrongful acts" or "loss"
which occurred prior to the date such organiza-
tion ceased to be a "subsidiary".

11.Other Insurance

a. If any covered "claim" or "loss" is insuredeev-
ered by any other valid policy, then this policy
shall apply only in excess of the amount of any
deductible, retention and limit of insurance un-
der such other policy whether such other policy
is stated to be primary, contributory, excess,
contlngent or otherwise, unless such other pol-
icy is written specifically excess of this policy
by reference in such other policy to this policy's
policy number.

o
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b. When this policyinsurance is excess, we shall-
will have no duty under Insuring Agreement
1.A— Web Site Publishing Liability, 2.-er-B-——
Network Security Breach Liability_or 3. Pro-
gramming Errors And Omissions Liability to de-
fend the "insured" against any "suit" if any
other insurer has a duty to defend the "insured"
against that "suit". If no other insurer defends,
we will undertake to do so, but we will be enti-
tled to the "insured's" rights against all those
other insurers.

12.Legal Action Against Us

a. No person or organization has a right:

(1) To join us as a party or otherwise bring us
into a "suit" asking for damages from an
"insured"; or

(2) To sue us under this policy unless all of its
terms have been fully complied with.

A person or organization may sue us to recover on

-an agreed settlement or on a final judgment

against an "insured”,; but we will not be liable for
damages that are not payable under either-Insur-
ing Agreement 1.A— Web Site Publishing Liability,
2.-or-B—Nebtwork Security Breach Liability or 3.
Programriing Errors And _Omissions_Liability, or
that are in excess of the applicable Aggregate
Limit of insurance. An agreed settlement means a
settlement and release of liability signed by us, the

“first "named. insured" and the claimant or the
-claimant's legal represéntative.

b. You may not bring any legal action against us
involving "loss™:

(1) Unless you have complied W|th all the terms
of this policyirsurance;

(2) Until 90 days after you have filed proof of
loss with us; and

(3) Unless brought within two years from the
date you reported the loss to us.

If any limitation is prohibited by law, such limitation
is amended so as to equal the minimum period of

limitation provided by such law.

13.Separation Of Insuréds

EC 00101109

Except with respect to the applicable Aggregate
Limit of Insurance, and any rights or duties specifi-
cally assigned in Insuring Agreement 1.A— Web
Site Publishing Liability, 2.-er-B—Netweark Security
Breach Liability _or 3. Programming Errors And
Omissions Liability; to the first "named insured"”,
this policyirsurance applies separately to each
"insured" against whom "claim" is made.

R
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14.Duties In The Event Of Claim Or Loss

In the event of either an occurrence or offense that
may result in a "claim" against an "insured” or a
"loss" or situation that may result in a "loss" cov-
ered under this policy, you must see to it that we
are notified in writing as soon as practicable, but
not to exceed thirky{30) days, and cooperate with
us in the investigation and settlement of the
"claim" or "loss". Additionally:-as-set-forth-below:

a. For"claims™covered-Uunder Insuring Agree-
ments 1.A— Web Site Publishing Liability, 2.
and-B—Network Security Breach Liability and
3. Programming Errors And Omissions liabil-
ity, you must:

(1) Immediately record the specifics of the
"claim" and the date received;

(2) Immediately send us copies of any de-
mands, notices, summonses or legal pa-
pers received in connection with the "claim";

(3) Authorize us to obtain records and other
information; and

(4) Assist us, upon our request, in the en-
forcement of any right against any person
or organization which may be liable to you
because of an occurrence or offense to
which this policyirsuranee may also apply.

You will not, except at your own cost, voluntar-
ily make a payment, assume any obligation; or
incur any expense; without our consent.

A "claim" brought by a person or organization
seeking damages will be deemed to have been
made when the "claim” is received by an "in-
sured".

b. Under Insuring Agreements 4.6— Replace-
ment Or Restoration Of Electronic Data and
5.D—Cyber Extortion_Threats, you must:

(1) Notify local law enforcement officials;

(2) Submit to examination under oath at our
request and give us a signed statement of
your answers; and

(3) Give us a detailed, sworn proof of loss
within 120 days.

(4) In addition, under Insuring Agreement 5.B—
Cyber Extortion_Threats, you must:

(a) Determine that the "extortion threat" has
actually occurred;

(b) Make every reasonable effort o imme-
diately notify an associate and the secu-
rity firm, shown,-if any,—in-the-Declara-
tiens; before making any ‘“ransom
payment” based upon the "extortion
threat"; and
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(c) Approve any "ransom payment" based
upon an "extértion threat".

15.Valuation — Settlement
a. All premiums, Aggregate Limits of Insurance,

Deductible Amounts, "loss" and any other
monetary amounts under this policy are ex-
pressed and payable in the currency of the
United States of America. If judgment is ren-
dered, settlement is agreed to or another com-
ponent of "loss" under this policy is expressed
in any currency other than United States of
America dollars, payment under this policy
shall be made in United States dollars at the
rate of exchange published in The Wall Street
Journal on the date the final judgment is en-
tered, settiement amount is agreed upon or the
other component of "loss" is due, respectively.

. With respect to "loss"_covered under Insuring

Agreement 6.E— Business Income And Extra

Expense:

(1) The amount of "business income” will be
determined based on consideration of:

(a) The net income generated from your "e-
commerce activities" before the "inter-
ruption” occurred;

(b) The likely net income generated by your
"e-commerce activities" if no "interrup-
tion" had occurred, but not including any
net income that would likely have been
eéarned as a result of an increase in the
volume of business due to favorable
business conditions caused by the im-
pact of the "e-commerce incident" on
customers or on other businesses;

(c) The operating expenses, including pay-
roll, necessary to resume your “e-
commerce activities" with the same
quality of service that existed before the
"interruption”; and

(d) Other relevant sources of information,
including your financial records and ac-
counting procedures, bills, invoices and
other vouchers, and debts, liens and
contracts.

However, the amount of "business income" will
be reduced to the extent that the reduction in
the volume of business from the affected "e-
commerce activities" is offset by an increase in
the volume of business from other channels of
commerce such as via telephone, mail or other
sources.

(2) The amount of "extra expense" will be de-
termined based on:

(a)

(b)

Necessary expenses that exceed the
normal operating expenses that would
have been incurred in the course of your
"e-commerce activities" during the pe-
riod of coverage if no "interruption" had
occurred. We will deduct from the total
of such expenses the salvage value that
remains of any property bought for tem-
porary use during the period of cover-
age, once your "e-commerce activities"
are resumed; and

Necessary expenses that reduce the
"business income" "loss" that otherwise
would have been incurred during the pe-
riod of coverage.

16.Extended Reporting Periods
The provisions contained within this condition ap-

ply only to Insuring Agreements 1. Web Site Pub-

lishing Liability, 2. Security Breach Liability and 3.

Programming Errors And Omissions Liability.

a. Basic Extended Reporting Period

(1) A&Fespeets—lnsumag—Agreements—Ar——Web
Site—Publishing—Liability—and-B—-Network

—aA Basic Extended
Reporting Period is automatically provided
without additional charge. This period starts
with the end of the "policy period" and lasts
for thirty(30} days. A "claim" first made and
reported by the "insured" duringwithin this
30-day period will be considered to have
been received within the "policy period".
However, the 30-day Basic Extended Re-
porting Period does not apply to "claims”
that are covered under any subsequent in-
surance purchased by the "insured", or that
would be covered but for exhaustion of the
Aggregate Llimit of linsurance applicable to
such "claims".

(2) The Basic Extended Reporting Period does
not extend the "policy period" or change the
scope of coverage provided. It applies only
to "claims" to which the following applies:

(a) The "claim" is first made_and reported to
us during the Basic Extended Reporting
Period; and

{b) The "claim" arose out of either a "wrong-
ful act" or the first of a series of "interre-
lated wrongful acts" which occurred on
or after the Retroactive Date, if any,
shown in the Declarations, and before
the end of the "policy period”.
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b. Supplemental Extended Reporting Period
(1) As-respectsinsuring-Agreements-A—Web

Site—Publishing—Liabilityand-B—Network
Security-Liability-only,aA Supplemental Ex-

tended Reporting Period is available if this
policyinsurance is canceled or not renewed
by us, but only by endorsement and for an
extra charge. The Supplemental Extended
Reporting Period is available unless:

(a) We cancel this policyinsuranee for non-
payment of premium; or

(b) You fail to pay any amountsDedustible
you owed us.

(2) In order to obtain a Supplemental Extended
Reporting Period, you must give us a writ-
ten request for the Supplemental Extended
Reporting Period Endorsement together
with the full payment of the additional pre-
mium for the endorsement within thirty{(30)
days after the end of the "policy period”.
The Supplemental Extended Reporting Pe-
riod will not go into effect unless you pay
the additional premium promptly when due.

(3) The Supplemental Extended Reporting
Period does not extend the "policy period"
or change the scope of coverage provided.
It applies only_to "claims” to which the fol-
lowing applies:

(a) The "claim" is first made and reported to
us during the Supplemental Extended
Reporting Period; and

(b) The "claim" arose out of either a "wrong-
ful act" or the first of a series of "interre-
lated wrongful acts" which occurred on
or after the Retroactive Date, if any,
shown in the Declarations, and before
the end of the "policy period".

(4) Once in effect, the Supplemental Extended
Reporting Period may not be canceled. The
premium for the Supplemental Extended
Reporting Period Endorsement will be
deemed fully earned as of the date it is pur-
chased.

c. There is no separate or additional Aggregate
Llimit of linsurance for the Basic Extended Re-
porting Period or the Supplemental Extended
Reporting Period. The limits of insurance avail-
able during the Basic Extended Reporting Pe-
riod, and the Supplemental Extended Report-
ing Period if purchased, shall be the remaining
amount, if any, of the Aggregate Limit of Insur-
ance of the respective individual—Insuring
Agreement,—Aggregate—Limit—Of—Insurance
available-for-lnsuring-Agreement-A—\Web-Site

PublishingLiability-and-B—Network-Security
Hiability; subject to the remaining amount of the
Policy Aggregate Limit of Insurance at the time
this policyinsurance was canceled or non-
renewed.

17. Confidentiality

Under Insuring Agreement 5.D—Cyber Extortion
Threats, you must make every reasonable effort
not to divulge the existence of this coverage.

18. Territory

This policy covers "wrongful acts" which occurred
anywhere in the world. However, "suits" must be
brought in the United States (including its territo-
ries and possessions), Puerto Rico or Canada.

SECTION VIl — DEFINITIONS

1. "Application" means the signed application for this
policy, including any attachments and other mate-
rials submitted in conjunction with the signed ap-
plication.

2. "Business income" means the:

a. Net income (net profit or loss before income
taxes) that would have been earned or in-
curred; and

b. Continuing normal operating expenses in-
curred, including payroll.

3. "Claim" means:
a. A written demand for monetary damages; or

b. A civil proceeding commenced by the service
of a complaint or similar proceeding;

against any "insured" for a "wrongful act", includ-
ing any appeal therefrom.

4. "Computer program” means a set of related elec-
tronic instructions, which direct the operations and
function of a computer or devices connected to i,
which enables the computer or devices to receive,
process, store or send "electronic data".

9
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5. "Computer system” means_the following, and is

limited to "computer systems" which are owned by
_you or which are licensed or leased to you by a
Service Provider shown in the Declarations:

a. Computers,_including Personal Digital Assis-
tants (PDAs) and other transportable or hand-
held devices, electronic storage devices and

related peripheral components;
b. Systems and applications software; and
.. Terminal-devices:and
cd. Related communications networks;

by which "electronic data" is collected, transmitted,
processed, stored and-or retrieved.

. "Defense expenses” means the reasonable and
necessary fees (attorneys' and experts' fees) and
expenses incurréd in the defense or appeal of a
"claim®, including appeal bonds but excluding
wages, salaries, benefits or expenses of your "em-
ployees".

. "E-commerce activities" means those activities
conducted by you in the normal conduct of your
business via your web site and your e-mail sys-
tem.

. "E-commerce incident" means a:

‘a. "Virus";

b. Malicious instructioncode; or
c. Denial of service attack;

introduced into or enacted upon yeurthe "computer
system"” (including "electronic data") or a network
to which it is connected, that is designed to dam-
age, destroy, delete, corrupt or prevent the use of
or access to any part of the "computer system" or
otherwise disrupt its normal operation.

Recurrence of the same "virus" after the "com-
puter system" has been restored shall constitute a
separate "e-commerce incident".

. "Electronic data" means digital information, facts,
images or sounds stored as or on, created or used
on, or transmitted to or from computer software
(including systems and applications software) on
electronic storage devices including, but not lim-
ited to, hard or floppy disks, CD-ROMs, tapes,
drives, cells, data processing devices or any other
media which are used with electronically controlled
equipment._"Electronic data" is not tangible prop-

erty.
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1.

"Electronic data" does not include your “electronic
data" that is licensed, leased, rented or loaned to

others. “Electronic-data™is-not-tangible-property-

."Employee" means:

a. Permanent, temporary or leased employees;
b. Officers;

c. Volunteer workers;

d. Partners; and

e. Members (if a limited liability company);

of the "named insured" and those of any organiza-
tion qualifying as a "subsidiary" under the terms of
this policy, but only while acting within the scope
of their duties as determined by the "named in-
sured" or such "subsidiary”.

"Extortion expenses" means:
a. Fees and costs of:

(1) AFhe sSecurity fRirm-if-any;shown-in-the

Declarations; or

(2) A person or entity hired with our consent;
to determine the validity and severity of an-
the "extortion threat" made against you.
Such consent will not be unreasonably with-
held,

b. Interest costs paid by you for any loan from a
financial institution taken by you to pay a_ran-
som demand;-"extortion-threat™;

c. Reward money paid by you to an “informant"
which leads to the arrest and conviction of par-
ties responsible for "loss"; and

d. Any other reasonable expenses incurred by
you with our written consent, including:

(1) Fees and costs of independent negotiators;
and

(2) Fees and The-costs of a company hired by
you, upon the recommendation of the secu-

rity firm, kiring-a-security-monitoring-firm-to
protect your "electronic data" from further
threats made by the same person(s).—pro-

the-Declarations-

12."Extortion threat" means a threat or series of re-

lated threats:
a. To perpetrate an "e-commerce incident”,
b. To disseminate, divulge or utilize:

(1) Your proprietary information; or

(2) Weaknesses in the source code;

within theyeur "computer system" by gaining
unauthorized access to such "computer sys-
tem"; or

20
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c. To destroy, corrupt or prevent normal access
to_the "computer system" by gaining unauthor-
ized access to such "computer system";

d. To inflict "ransomware" on the "computer sys-
tem" or a network to which it is connected: or

ee. To publish your client's "personal information®,
hEIE’ I(hlq”slli"ssiﬂs ItEF S“StEHH"
13."Extra expense" means necessary expenses you
incur:

a. During an "interruption" that you would not
have incurred if there had been no "mterrup-
tion"; or

b. To avoid or minimize the suspension of your
"e-commerce activities".

"Extra expense" does not include any costs or ex-
‘penses_associated with upgrading, maintaining,
improving, repairing or remediating any "computer
system"”.

14."Informant" means a person, other than an "em-
ployee”, providing information not otherwise ob-
tainable, solely in return for a reward offered by
you.

15."Insured" means any "named insured" and itstheir
"employees”..

16 "Interrélated wrongful acts" means all "wrongful
acts" that have the_ same common nexus of:

a. Fact, circumstance, situation, event, transac-
tion or cause; or

b. Series of related facts, circumstances, situa-
tions, events, transactions or causes.

17."Interruption” means:

. a. —Intemaphen—means—(—ﬂwnh respectregard to

an "e-commerce incident":

(1a) An unanticipated cessation or slowdown of
your "e-commerce activities"; or

Your suspension of your "e-commerce
activities" for the purpose of avoiding or
mitigating the possibility of transmitting a
"virus" or malicious instructioncode to an-
other; and

and with regard to Paragraphs a.(1) and a.(2),
is deemed to begin when your "e-commerce
activities" are interrupted and ends at the earli-
est of:

{a1) 90 days after the "interruption” begins;

(b2) The time when your "e-commerce activi-
ties" are resumed; or

(2b)

EC 0010 11 09
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{c3) The time when service is restored to
you. :
b.2} With respectregard to an "extortion threat",
your voluntary suspension of your "e-
commerce activities":

(1a) Based upon clear evidence of a credible
threat; or

(2b) Based upon the recommendation of athe
sSecurlty fFRirm, if any;-shown-in-the-Decla-

and, with regard to Paragraphs b.(1) and b.(2),
is deemed to begin when your "e-commerce
activities" are interrupted and ends at the earli-
est of;

(1) 14 days after the "interruption” begins;
(b2) The time when your "e-commerce activi-
ties" are resumed; or

(c3) The time when service is restored to
you.

18."Loss" means:

a. With respect to Insuring Agreements 1.A—

Web Site Publishing Llablhty,_—and—lnsunng
AgreementB—Network Security Breach Liabil-

ity_and 3. Programming Errors And Omissions
Liability.; “less"means;
Ceompensatory damages, settlement amounts;

and costs awarded pursuant to judgments_or
settlements.

"Loss" does not include:

(1) Civil or criminal fines or penalties imposed
' by law;

(2) Punitive or exemplary damages; v

(3) The multiplied portion of muitiplied dam-
ages;

(4) Taxes;

(5) Royalties;

(6) Nonmonetary or injunctive relief;

(7)

23\

The amount of any disgorged profits; or
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(8) Matters that are uninsurable pursuant to
applicable law.

b. With respect to Insuring Agreement 4.6—

Replacement Or Restoration Of Electronic
Data:—less~means

The costs to replace or restore "electronic
data" or "computer programs" as well as the
cost of data entry, reprogramming and com-
puter consultation services.

However,—"Lloss" does not include the cost to
duplicate research that led to the development
of your "electronic data"_or "computer pro-
grams”. To the extent that any "electronic data"
cannot be replaced or restored, we will pay the
cost to replace the media on which the “"elec-
tronic data" was stored with blank media of
. substantially identical type.

c. With respect to Insuring Agreement 5.D—
Cyber Extortion_Threats:-"loss"means

“Eextortion expenses" orand “ransom pay-
ments".

-d. With respéct to Insuring Agreement 6.E— Busi-
ness Income And Extra Expense;,~“loss"

means-Tthe actual loss of "business income"
you sustain and/or "extra expense" you incur.

e.. With respect to Insuring Agreement 7. Public
Relations Expense:

~ "Publi¢ relations expenses”.

f. With respect to Insuring Agreement 8. Security
"~ Breach Expense:

"Security breach expenses".

19."Named insured" means the entity or entities
shown in the Declarations and any "subsidiary".

20."Negative publicity" means information which has
been made public that has caused, or is reasona-
bly likely to cause, a decline or deterioration in the
reputation of the "named insured" or of one or
more of its products or services.

210.  "Personal information" means any information
collected by the "insured" in the normal ceurse
conduct of its business that is required by law to
be protected from public disclosure.

221. "Policy period" means the period of time from
the inception date of this policy shown in the Dec-
" larations to the expiration date shown in the Decla-
rations, or its earlier cancellation or termination
date.

232. "Pollutants" means any solid, liquid, gaseous
or thermal irritant or contaminant, including smoke,
vapor, soot, fumes, acids, alkalis, chemicals and
.waste. Waste includes materials to be recycled,
reconditioned or reclaimed.
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24."Public relations expenses" means:
a. Fees and costs of a public relations firm; and

b. Any other reasonable expenses incurred by
you with our written consent;

to _protect or restore your reputation solely in re-
sponse to "negative publicity".

253. "Ransom payment" means a payment made
in the form of cash.

26."Ransomware" means any software that encrypts
"electronic data" held within the "computer system"
and demands a "rarisom payment" in order to de-
crypt and restore such "electronic data".

27."Security breach" means:

a. The acquisition of "personal information" held
within the "computer system" or otherwise by a
person who is not authorized to have access to
such information; or

b. The acquisition of "personal information” held
within the "computer system" or otherwise by a
person authorized to have access to such in-
formation but which results in the unauthorized
disclosure of such information.

28. "Security breach expenses" means:

a. Costs to notify all parties affected by a "security
breach";

b. Overtime salaries paid to "employees" as-
signed to handle inquiries from parties affected
by a "security breach";

c. Fees and costs of a company hired by you for
the purpose of operating a call center to handle
inquiries from parties affected by a "security
breach";

d. Post event credit monitoring costs for victims of
a "security breach" for up to one year from the
date of the "security breach": and

e. Any other reasonable expenses incurred by
you with our written consent.

"Security breach expenses" do not include any
costs or _expenses associated  with upgrading,
maintaining, improving, repairing or remediating
any "computer system" as a result of a "security
breach"”. :

294. "Subsidiary" means any organization in which
more than 50 percent of the outstanding securities
or voting rights representing the present right to
vote for the election of directors, or equivalent po-
sition, is owned, in any combination, by one or
more "named insured(s)".

B
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3025. "Suit" means a civil proceeding in which dam-
ages to which this policyinsuranee applies are
claimed against the "insured". "Suit" includes:

a. An arbitration proceeding in which such dam-
ages are claimed and to which the “insured"
submits with our consent; or

b. Any other alternative dispute resolution pro-
ceeding in which such damages are claimed
and to which the "insured" submits with our
consent.

"Suit" does not include a civil proceeding seeking
recognition and/or enforcement of a foreign money
judgment.

3126. "Virus" means any kind of malicious code
designed to damage or destroy any part of athe
"computer system" (including “electronic data") or
disrupt.its normal functioning.

3227. "Wrongful act" means:

a. With respect to Insuring Agreement 1.A— Web
Site Publishing Liability: mengful—aet—means

Aany actual or alleged error, misstatement or

misleading statement posted or published by
an "insured” on its web site that results in:

(1) An infringement of -another's copyright,
-frademark, trade dress or service mark;

(2) Any form of defamation against a person or
" ofganization; or -

(3) A violation of a person's right of privacy.

b. With respect to Insuring Agreement 2.B—
Network Security_Breach Liability:—"wrongful
act—means
Aany actual or alleged neglect, breach of duty
or om|SS|on by an "insured" that results in:-the

(1) A "security breach"Fhe-unauthorized—publi-
r I n: I" ﬁ A0 ".:SHFEQ'S"

J " H : "

tem"; or
(2) An—iasured's” "computer system" transmit-

ting, by e-mail or other means, a "virus" to a
third party.

c. With respect to Insuring Agreement 3. Pro-

gramming Errors And Omissions Liability:

Any actual or alleged programming error or
omission that results in the disclosure of your
client's "personal information" held within the
"computer system".

EC 0010 11 09
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E-COMMERCE
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FINANCIAL INSTITUTIONS INFORMATION SECURITY
PROTECTION POLICY

INSURING AGREEMENTS 1., 2. AND 3. OF THIS POLICY PROVIDE CLAIMS-MADE COVERAGE. DEFENSE
EXPENSES ARE PAYABLE WITHIN, AND ARE NOT IN ADDITION TO, THE LIMIT OF INSURANCE. PAY-
MENT OF DEFENSE EXPENSES UNDER THIS POLICY WILL REDUCE THE LIMIT OF INSURANCE.

PLEASE READ THE ENTIRE POLICY CAREFULLY.

Various provisions in this policy restrict coverage.
Read the entire policy carefully to determine rights,
duties and what is and is not covered.

Throughout this policy the words "you" and "your"
refer to the "named insured" shown in the Declara-
tions. The words "we", "us" and "our" refer to the
company providing this insurance.

Other words and phrases that appear in quotation
marks have special meaning. Refer to Section VIl —

_ Definitions.

SECTION'| - INSURING AGREEMENTS

‘1. Web Site Publishing Liability

We will pay for "loss" that the "insured" becomes
legally obligated to pay, and "defense expenses",
as a result of a "claim” first made against the "in-
sured" during the "policy period" or during the ap-
plicable Extended Reporting Peériod for a "wrongful
act" or a series of "interrelated wrongful acts" tak-

- ing place on or after the Retroactive Date, if any,
shown in the Declarations, and before the end of
the "policy period”.

2. Security Breach Liability

We will pay for "loss" that the "insured" becomes
legally obligated to pay, and "defense expenses”,
as a result of a "claim” first made against the "in-
sured" during the "policy period" or during the ap-
plicable Extended Reporting Period for a "wrongful
act" or a series of "interrelated wrongful acts" tak-
ing place on or after the Retroactive Date, if any,

shown in the Declarations, and before the end of -

the "policy period".
3. Programming Errors And Omissions Liability

We will pay for "loss" that the “insured" becomes
legally obligated to pay, and "defense expenses",
as a result of a "claim” first made against the "in-

_sured" during the "policy period” or during the ap-
plicable Extended Reporting Period for a "wrongful
act" or a series of "interrelated wrongful acts" tak-
ing place on or after the Retroactive Date, if any,
shown in the Declarations, and before the end of
the "policy period”.

34

4.

Replacement Or Restoration Of Electronic Data

We will pay for "loss" of "electronic data" or "com-
puter programs" stored within the "computer sys-
tem" resulting directly from an "e-commerce inci-
dent” sustained during the "policy period".

Extortion Threats

We will pay for "loss" resulting directly from an "ex-
tortion threat” communicated to you during the
"policy period”.

However, we will not pay for "extortion expenses"
or "ransom payments" which are part of a series of
related threats that began prior to the "policy pe-
riod".

Business Income And Extra Expense

We will pay for "loss" due to an "interruption" re-
sulting directly from an "e-commerce incident” sus-
tained during the "policy period" or an "extortion
threat" communicated to you during the "policy pe-
riod".

Public Relations Expense

We will pay for "loss" due to "negative publicity"
resulting directly from an "e-commerce incident" or
a "security breach" sustained during the "policy
period".

. Security Breach Expense

We will pay for "loss" resulting directly from a "se-
curity breach" sustained during the "policy period”.

SECTION Il — LIMITS OF INSURANCE

1.

Policy Aggregate Limit Of Insurance

The most we will pay for all "loss”, and "defense
expenses” if covered, under this policy is the Pol-

. icy Aggregate Limit of Insurance shown in the

Declarations. The Policy Aggregate Limit of insur-
ance shall be reduced by the amount of any pay-
ment made under the terms of this policy. Upon
exhaustion of the Policy Aggregate Limit of Insur-
ance by such payments, we will have no further
obligations or liability of any kind under this policy.
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2. Insuring Agreement Aggregate Limit Of
Insurance

Subject to the Policy Aggregate Limit of Insurance,
the most we will pay for all "loss", and "defense
expenses"” if covered, under each Insuring Agree-
ment is limited as follows:

a. The Insuring Agreement Aggregate Limit of
Insurance shall be reduced by the amount of
any payment for "loss", and "defense ex-
penses” if covered, under that Insuring Agree-
ment; and

b. Upon exhaustion of the Insuring Agreement
' Aggregate Limit of Insurance by such pay-
ments, we will have no further obligations or li-
ability of any kind under that Insuring Agree-
ment.

SECTION Iil - DEDUCTIBLE
1. Subject to Section Il — Limits Of insurance:

a. Under Insuring Agreements 1. Web Site Pub-
lishing Liability, 2. Security Breach Liability and
3. Programming Errors And Omissions Liabil-
ity:

. We will pay only the amount of "loss", and "de-
fense expenses", which are in excess of the
applicable Deductible Amount shown in the
Declarations resulting from the same "wrongful
act" or "interrelated wrongful acts”. Such De-
ductible Amount will be borne by you, self-
insured, and at your own risk.

b. Under Insuring Agreements 4. Replacement Or
Restoration Of Electronic Data, 5. Extortion
Threats, 7. Public Relations Expense and 8.
Security Breach Expense:

We will pay only the amount of "loss" which is
in excess of the applicable Deductible Amount
shown in the Declarations.

¢. Under Insuring Agreement 6. Business Income
And Extra Expense:

We will pay only the amount of "loss" which ex-
ceeds the greater of:

(1) The Deductible Amount shown in the Dec-
larations; or

{2) The amount of "loss" incurred during the
Waiting Period shown in the Declarations.

2. In the event a "loss" is covered under more than
one Insuring Agreement, only the highest Deducti-
ble Amount applicable to the "loss" shall be ap-
plied.

SECTION IV — DEFENSE AND SETTLEMENT

The provisions contained within this section apply

only to Insuring Agreements 1. Web Site Publishing

Liability, 2. Security Breach Liability and 3. Program-
ming Errors And Omissions Liability.

1. We shall have the right and duty to select counsel

and defend the "insured" against any "claim" cov-
ered under Insuring Agreements 1. Web Site Pub-
lishing Liability, 2. Security Breach Liability and 3.
Programming Errors And Omissions Liability, even
if the allegations of such "claim" are groundiess,
false or fraudulent. However, we shall have no
duty to defend the "insured" against any "claim"
which is not covered under any of these Insuring

. Agreements.
. We may, upon the written consent of the "insured”,

make any settlement of a "claim" which we deem
reasonable. If the "insured” withholds consent to
such settlement, our liability for all "loss" resuiting
from such "claim" will not exceed the amount for
which we could have settled such “"claim", plus
“defense expenses" incurred, as of the date we
proposed such settlement in writing to the "in-
sured”. Upon refusing to consent to a settiement
we deem reasonable, the "insured" shall, at its
sole expense, assume all further responsibility for
its defense, including all additional costs associ-
ated with the investigation, defense and/or settle-
ment of such "claim"”.

SECTION V — EXCLUSIONS
We will not be liable for "loss" or "defense expenses":
1. Based upon, attributable to or arising out of light-

ning, earthquake, hail, volcanic action, or any
other act of nature.

. Based upon, attributable to or arising out of:

a. War, including undeclared or civil war or civil
unrest;

b. Warlike action by military force, including ac-
tion hindering or defending against an actual or
expected attack, by any government, sovereign
or other authority using military personnel or
other agents; or

c. Insurrection, rebellion, revolution, usurped
power, or action taken by government authority
in hindering or defending against any of these.

. Based upon, attributable to or arising out of the

dispersal or application of pathogenic or poison-
ous biological or chemical materials, nuclear reac-
tion, nuclear radiation or radioactive contamina-
tion, or any related act or incident, however
caused.

. Based upon, attributable to or arising out of bodily

injury or physical damage to or destruction of tan-
gible property, including loss of use thereof.

Bodily injury includes bodily injury, sickness or
disease sustained by a person, including death re-
sulting from any of these at any time.

RS
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5. Based upon, attributable to or arising out of an
unexplained or indeterminable failure, malfunction
or slowdown of the "computer system”, including
"electronic data" and the inability to access or
properly manipulate the "electronic data".

6. Based upon, attributable to or arising out of an
"interruption” in normal computer function or net-
work service or function due to insufficient capac-
ity to process transactions or due to an overload of
activity on the "computer system" or network.
However, this exclusion does not apply if such "in-
terruption” is caused by an "e-commerce incident".

7. Based upon, attributable to or arising out of a
complete or substantial failure, disablement or
shutdown of the Internet, regardless of the cause.

8. Based upon,. attributable to or arising out of the
failure, reduction in or surge of power.

9. Based upon, attributable to or arising out of any
actual or alleged violation of the Racketeer Influ-
“enced And Corrupt Organizations Act (RICO) and
its amendments, or similar provisions of any fed-
eral, state or local statutory or common law.

10.Based upon, attributable to or arising out of the
malfunction or failure of any satellite.

11.Based upon, attributable to or arising out of an
injury caused by an "insured” or at an "insured's"
direction with the knowledge that the act would
violate the rights of another.

12.Based upon, attributable to or arising out of an oral
or written publication of material, if done by an "in-
sured” ot at an "insuréd's" direction with knowl-
.edge of its falsity.

13.Based upon, attributable to or arising out of an
"insured’'s" assumption of liability by contract or
agreement, whether oral or written. However, this
exclusion does not apply to liability for damages
that an "insured" would have in the absence of
such contract or agreement.

14.Based upon, attributable to or arising out of any
actual or alleged patent or trade secret violation,
including any actual or alleged violation of the
Patent Act, the Economic Espionage Act of 1996
or the Uniform Trade Secrets Act and their
amendments.

15.Based upon, attributable to or arising out of:

a. The actual, alleged or threatened discharge,
dispersal, seepage, migration, release or es-
cape of "pollutants” at any time;

b. Any request, demand, order or statutory or
regulatory requirement that any “"insured" or
others test for, monitor, clean up, remove, con-
tain, treat, detoxify or neutralize, or in any way
respond to, or assess the effects of, "pollut-
ants"; or

c. A "claim" or "suit" brought by or on behalf of
any governmental authority for damages be-
cause of testing for, monitoring, cleaning up,
removing, containing, treating, detoxifying or
neutralizing, or in any way responding to, or
assessing the effects of, "pollutants”.

16.Based upon, attributable to or arising out of any
"claim”, "suit" or other proceeding against an "in-
sured" which was pending or existed prior to the
"policy period", or arising out of the same or sub-
stantially the same facts, circumstances or allega-
tions which are the subject of, or the basis for,
such "claim", "suit" or other proceeding.

17.Based upon, attributable to or arising out of your
employment practices including, but not limited to,
termination of employment, demotion, reassign-
ment, discipline, harassment, coercion or refusal
to employ regardless of whether you are liable as
an employer or in any other capacity.

18.Based upon, attributable to or arising out of a
"wrongful act" or "interrelated wrongful acts" that
occurred before the Retroactive Date, if any,
shown in the Declarations.

19.Based upon, attributable to or arising out of the
same facts, "wrongful acts" or "interrelated wrong-
ful acts", alleged or contained in any "claim" which
has been reported, or in any circumstances of
which notice has been given, under any insurance
policy of which this policy is a renewal or replace-
ment.

20.Based upon, attributable to or arising out of any
criminal, dishonest, malicious or fraudulent act or
any willful violation of any statute or regulation by
any "insured”, acting alone or in collusion with oth-
ers.

However, with the exception of "claims" excluded
under Exclusion 14., we will defend "claims" first
made against an "insured" alleging such acts or
violations until final adjudication is rendered
against that "insured”. Final adjudication rendered
against one "insured" shall not be imputed to any
other "insured".

‘We will not provide indemnification for any
“claims” to which any "insured" enters a guilty plea
or pleads no contest, and we will not provide a de-
fense from the time we become aware that any
"insured” intends to so plead.

21.Based upon, attributable to or arising out of costs,
fees or other expenses you incur in establishing
either the existence or the amount of "loss" cov-
ered under this policy.

o
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22.Based upon, attributable to or arising out of any
action by a governmental authority, including the
seizure or destruction of property by order of gov-
ernmental authority. However, this exclusion shall
not apply to actions brought by governmental au-
thority acting solely in its capacity as a customer of
the "named insured"” or one of its "subsidiaries".

23.Based upon, attributable to or arising out of any
action by a governmental or quasi-governmental
authority or agency including, but not limited to,
regulatory actions brought against you on behalf of
the Federal Trade Commission, Federal Commu-
nications Commission or other regulatory agency.
However, this exclusion shall not apply to actions
brought by governmental authority acting solely in
its capacity as a customer of the "named insured"
or one of its "subsidiaries".

24.Based upon, attributable to or arising out of costs
associated with upgrading or improving the "com-
puter system" regardless of the reason for the up-
grade.

25.Based upon, attributable to or arising out of
"claims" brought or alleged by one "“insured"
against another.

26.Based upon, attributable to or arising out of unin-
tentional errors or omissions in the entry of "elec-
tronic data" into the "computer system".

SECTION VI - CONDITIONS
1. Cancellation

a. The first "named insured" shown in the Decla-
rations may cancel this policy by mailing or de-
livering to us advance written notice of cancel-
lation.

b. We may cancel this policy by mailing or deliv-
ering to the first "named insured" written notice
of cancellation at least:

(1) 10 days before the effective date of cancel-
lation if we cancel for nonpayment of -pre-
mium; or

(2) 30 days before the effective date of cancel-
lation if we cancel for any other reason.

¢. We will mail or deliver our notice to the first
"named insured's" last mailing address known
to us.

d. Notice of cancellation will state the effective
date of cancellation. The "policy period" will
" end on that date.

e. If this policy is canceled, we will send the first

"named insured" any premium refund due. If .

we cancel, the refund will be prorated. If the
first "named insured" cancels, the refund may
be less than pro rata. The cancellation will be
effective even if we have not made or offered a
refund.

D

f. If notice is mailed, proof of mailing will be suffi-
cient proof of notice.

2. Changes

This policy contains all the agreements between
you and us concerning the insurance afforded.
The first "named insured" shown in the Declara-
tions is authorized to make changes in the terms
of this policy with our consent. This policy's terms
can be amended or waived only by endorsement
issued by us and made a part of this policy.

. Examination Of Your Books And Records

We may examine and audit your books and re-
cords as they relate to this policy at any time dur-
ing the "policy period” and up to three years after-
ward.

. Inspections And Surveys

a. We have the right to:
(1) Make inspections and surveys at any time;

(2) Give you reports on the conditions we find;
and

(3) Recommend changes.

b. We are not obligated to make any inspections,
surveys, reports or recommendations, and any
such actions we do undertake relate only to in-
surability and the premiums to be charged. We
do not make safety inspections. We do not un-
dertake to perform the duty of any person or
institution to provide for the health or safety of
workers or the public. And we do not warrant
that conditions:

(1) Are safe or healthful; or

(2) Comply with laws, regulations, codes or
standards.

c. Paragraphs a. and b. of this condition apply not
only to us, but also to any rating, advisory, rate
service or similar organization which makes in-
surance inspections, surveys, reports or rec-
ommendations.

. Premiums

The first "named insured” shown in the Declara-
tions:

a. Is responsible for the payment of all premiums;
and

b. Will be the payee for any return premiums we
pay.

. Transfer Of Your Rights And Duties Under This

Policy

Your rights and duties under this policy may not be
transferred without our written consent.
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7. Subrogation

In the event of any payment under this policy, we
shall be subrogated to the extent of such payment
to you and/or your rights of recovery. You shall
execute all papers required and shall do- every-
thing necessary to secure and preserve such
rights, including the execution of such documents
necessary to enable us to bring suit in your name.
Any recoveries, less the cost of obtaining them,
will be distributed as follows:

a. To you, until you are reimbursed for any "loss"
you sustain that exceeds the sum of the appli-
cable Aggregate Limit of Insurance and the
Deductible Amount, if any;

b. Then to us, until we are reimbursed for the
payment made under this policy;

‘c. Then to you, until you are reimbursed for that
part of the payment equal to the Deductible
Amount, if any.

. Bankruptcy

‘Your bankruptcy will not relieve us of our obliga-
tions under this policy. However, this condition
shall not apply to any financial institution which is
not subject to bankruptcy law.

. Representations

You represent and warrant that all information and
statements contained in the "application" are true,
accurate and complete. All such information and
statements are the basis for our issuing this policy
and shall be considered as incorporated into and
constitute a part of this policy. Misrepresentation
of any material fact may be grounds for the rescis-
sion of this policy.

10.Changes In Exposure

a. Acquisition Or Creation Of Another
Institution

if before or during the "policy period":

(1) You acquire securities or voting rights in
another institution or create another institu-
tion which, as a result of such acquisition or
creation, becomes a "subsidiary"; or

(2) You acquire any institution through merger
or consolidation;

then such institution will be covered under this
policy but only with respect to "wrongful acts"
or "foss" which occurred after the effective date
of such acquisition or creation provided, with
regard to Paragraphs a.(1) and a.(2), you:

(a) Give us written notice of the acquisition
or creation of such institution within 90
days after the effective date of such ac-
tion;

(b) Obtain our written consent to extend the
coverage provided by this policy to such
institution; and

(c) Upon obtaining such consent, pay us an
additional premium.

b. Acquisition Of Named Insured
If during the "policy period™

(1) The "named insured" merges into or con-
solidates with another institution, such that
the "named insured" is not the surviving in-
stitution; or

{2) Another institution, or person or group of
institutions and/or persons acting in con-
cert, acquires securities or voting rights
which result in ownership or voting control
by the other institution(s) or person(s) of
more than 50% of the outstanding securi-
ties representing the present right to vote
for the election of directors of the "named
insured";

then the coverage afforded under this policy
will continue until the end of the "policy period",

. but only with respect to "claims" arising out of
"wrongful acts" or "loss" which occurred prior to
the effective date of such merger, consolidation
or acquisition.

The full annual premium for the "policy period"
will be deemed-fully earned immediately upon
the occurrence of such merger, consolidation
or acquisition of the "named insured".

The "named insured" must give written notice
of such merger, consolidation or acquisition to
us as soon as practicable, together with such
information as we may reasonably require.

c. Cessation Of Subsidiaries

If before or during the "policy period" an institu-
tion ceases to be a "subsidiary", the coverage
afforded under this policy with respect to such
"subsidiary” will continue until the end of the
"policy period” but only with respect to "claims"
arising out of "wrongful acts” or "loss" which
occurred prior to the date such institution
ceased to be a "subsidiary”..

d. Official Appointments

If during the "policy period" the appointment of
a receiver, conservator, trustee, liquidator or
rehabilitator, or any similar official, for or with
respect to the "named insured” occurs, the cov-
erage afforded under this policy will continue
until the end of the "policy period" but only with
respect to "claims" arising out of "wrongful
acts" or "loss" which occurred prior to the effec-
tive date of such appointment.

N

E\

W

RS

EC 00111109 © Insurance Services Office, Inc., 2008 Page 5 of 12 a







The full annual premium for the "policy period"
will be deemed fully earned immediately upon
the occurrence of such appointment of a re-
ceiver, conservator, trustee, liquidator or reha-
bilitator, or any similar official.

11.0Other Insurance

a. If any covered "claim” or "loss" is insured by
any other valid policy, then this policy shall ap-
ply only in excéss of the amount of any de-
ductible, retention and limit of insurance under
such other policy whether such other policy is
stated to be primary, contributory, excess, con-
tingent or otherwise, unless such other policy is
written specifically excess of this policy by ref-

. erence in such other policy to this policy's pol-
icy number.

b. When this policy is excess, we shall have no
duty under Insuring Agreement 1. Web Site
Publishing Liability, 2. Security Breach Liability
or 3. Programming Errors And Omissions Li-
ability to defend the "insured" against any "suit"
if any other insurer has a duty to defend the
"insured" against that "suit". If no other insurer
defends, we will undertake to do so, but we will
be entitled to the "insured's" rights against all
those other insurers.

12.Legal Action Against Us

a. No person or organization has a right:

(1) To join us as a party or otherwise bring us
into a "suit" asking for damages from an
"insured"; or

(2) To sue us under this policy unless all of its
terms have been fully complied with.

Aperson or organization may sue us to recover on
an agreed settlement or on a final judgment
against an "insured”, but we will not be liable for
damages that are not payable under Insuring
Agreement 1. Web Site Publishing Liability, 2. Se-
curity Breach Liability or 3. Programming Errors
And Omissions Liability, or that are in excess of
the applicable Aggregate Limit of Insurance. An
agreed settlement means a settlement and re-
lease of liability signed by us, the first "named in-
sured" and the claimant or the claimant's legal rep-
resentative.

-“b. You may not bring any legal action against us

involving "loss™

(1) Unless you have complied with all the terms
of this policy,

(2) Until 90 days after you have fited proof of
loss with us; and

(3) Unless brought within two years from the
date you reported the loss to us.

If any limitation is prohibited by law, such limitation
is amended so as to equal the minimum period of
limitation provided by such law.

13. Separation Of Insureds

Except with respect to the applicable Aggregate
Limit of Insurance, and any rights or duties specifi-
cally assigned in Insuring Agreement 1. Web Site
Publishing Liability, 2. Security Breach Liability or
3. Programming Errors And Omissions Liability to
the first "named insured”, this policy applies sepa-
rately to each "insured” against whom "claim" is
made.

14.Duties In The Event Of Claim Or Loss

In the event of either an occurrence or offense that
may result in a "claim" against an "insured" or a
"loss" or situation that may result in a "loss" cov-
ered under this policy, you must see to it that we
are notified in writing as soon as practicable, but
not to exceed 30 days, and cooperate with us in
the investigation and settlement of the "claim" or
"loss". Additionally:

a. Under Insuring Agreements 1. Web Site Pub-
lishing Liability, 2. Security Breach Liability and
3. Programming Errors And Omissions Liabil-
ity, you must:

(1) Immediately record the specifics of the
"claim" and the date received,;

(2) Immediately send us copies of any de-
mands, notices, summonses or legal pa-
pers received in connection with the "claim";

(3) Authorize us to obtain records and other
information; and

(4) Assist us, upon our request, in the en-
forcement of any right against any person
or organization which may be liable to you
because of an occurrence or offense to
which this policy may also apply.

You will not, except at your own cost, voluntar-
ily make a payment, assume any obligation or
incur any expense without our consent.

A "claim" brought by a person or institution
seeking damages will be deemed to have been
made when the "claim" is received by an "in-
sured".

b. Under Insuring Agreements 4. Replacement Or
Restoration Of Electronic Data and 5. Extortion
Threats, you must:

(1) Notify local law enforcement officials;

(2) Submit to examination under oath at our
request and give us a signed statement of
your answers; and

(3) Give us a detailed, sworn prdof of loss
within 120 days.

B
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(4) In addition, under Insuring Agreement 5.
Extortion Threats, you must:

(a) Determine that the "extortion threat" has
actually occurred;

(b) Make every reasonable effort to imme-
diately notify an associate and the secu-
rity firm, if any, before making any "ran-
som payment"” based upon the "extortion
threat"; and

(c) Approve any "ransom payment" based
upon an "extortion threat".

15.Valuation — Settlement
a. All premiums, Aggregate Limits of Insurance,

Deductible Amounts, "loss" and any other
monetary amounts under this policy are ex-
pressed and payable in the currency of the

United States of America. If judgment is ren--

dered, settlement is agreed to or another com-
ponent of "loss" under this policy is expressed
in any currency other than United States of
America dollars, payment under this policy
'shall be made in United States dollars at the
rate of exchange published in The Wall Street
Journal on the date the final judgment is en-
tered, settlement amount is agreed upon or the
other component of "loss" is due, respectively.

). With respect to "loss" covered under Insuring
Agreement 6. Business Income And Extra Ex-
pense:

(1) The amount of "business income" will be
determined based on consideration of:

(a) The net income genérated from your “e-
commerce activities" before the "inter-
ruption” occurred;

(b) The likely net income generated by your
"e-commerce activities" if no “interrup-
tion" had occurred, but not including any
net income that would likely have been
earned as a result of an increase in the
volume of business due to favorable
business conditions caused by the im-
pact of the "e-commerce incident" .on
customers or on other businesses;

(c) The operating expenses, including pay-
roll, necessary to resume vyour “e-
commerce activities" with the same
quality of service that existed before the
"interruption”; and

(d) Other relevant sources of information,
including your financial records and ac-
counting procedures, bills, invoices and
other vouchers, and debts, liens and
contracts.

However, the amount of "business income" will
be reduced to the extent that the reduction in
the volume of business from the affected "e-
commerce activities” is offset by an increase in
the volume of business from other channels of
commerce such as via telephone, mail or other
sources.

(2) The amount of "extra expense" will be de-
termined based on:

(a) Necessary expenses that exceed the
normal operating expenses that would
have been incurred in the course of your
"e-commerce activities” during the pe-
riod of coverage if no "interruption” had
occurred. We will deduct from the total
of such expenses the salvage value that
remains of any property bought for tem-
porary use during the period of cover-
age, once your "e-commerce activities"
are resumed; and

(b) Necessary expenses that reduce the
"business income" "loss" that otherwise
would have been incurred during the pe-
riod of coverage.

16. Extended Reporting Periods

The provisions contained within this condition ap-
ply only to Insuring Agreements 1. Web Site Pub-
lishing Liability, 2. Security Breach Liability and 3.
Programming Errors And Omissions Liability.

a. Basic Extended Reporting Period

(1) A Basic Extended Reporting Period is
automatically provided without additional
charge. This period starts with the end of
the "policy period” and lasts for 30 days. A
"claim” first made and reported by the "in-
sured” during this 30-day period will be con-
sidered to have been received within the
"policy period". However, the 30-day Basic
Extended Reporting Period does not apply
to "claims" that are covered under any sub-
sequent insurance purchased by the "in-
sured"”, or that would be covered but for ex-
haustion of the Aggregate Limit of
Insurance applicable to such "claims".

(2) The Basic Extended Reporting Period does
not extend the "policy period" or change the
scope of coverage provided. It applies only
to "claims"” to which the following applies:

(a) The "claim” is first made and reported to
us during the Basic Extended Reporting
Period; and

A0
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{b) The "claim" arose out of either a “wrong-
ful act" or the first of a series of "interre-
lated wrongful acts” which occurred on
or after the Retroactive Date, if any,
shown in the Declarations, and before
the end of the "policy period™.

b. Supplemental Extended Reporting Period

(1) A Supplemental Extended Reporting Pe-
riod is available if this policy is canceled or
not renewed by us, but only by endorse-
ment and for an extra charge. The Supple-
mental Extended Reporting Period is avail-

able unless:
(a) We cancel this policy for nonpayment of
premium; or

(b) You fail to pay any amounts owed us.

(2) In order to obtain a Supplemental Extended
Reporting Period, you must give us a writ-
ten request for the Supplemental Extended
Reporting Period Endorsement together
with the full payment of the additional pre-
mium for the endorsement within 30 days
after the end of the "policy period". The
Supplemental Extended Reporting Period
will not go into effect unless you pay the
additional premium promptly when due.

(3) The Supplemental Extended Reporting
Period does not extend the "policy period”
or change the scope of coverage provided.
It applies only to "claims" to which the fol-
lowing applies:

(a) The "claim” is first made and reported to
us during the Supplemental Extended
Reporting Period; and

(b) The "claim" arose out of either a "wrong-
ful act” or the first of a series of "interre-
lated wrongful acts™ which occurred on
or after the Retroactive Date, if any,
shown in the Declarations, and before
the end of the "policy period".

(4) Once in effect, the Supplemental Extended
Reporting Period may not be canceled. The
premium for the Supplemental Extended
Reporting Period Endorsement will be
deemed to be fully earned as of the date it
is purchased.

¢. There is no separate or additional Aggregate
Limit of Insurance for the Basic Extended Re-
porting Period or the Supplemental Extended
Reporting Period. The limit of insurance avail-
able during the Basic Extended Reporting Pe-
riod, and the Supplemental Extended Report-
ing Period if purchased, shall be the remaining
amount, if any, of the Aggregate Limit of Insur-
ance of the respective Insuring Agreement,
subject to the remaining amount of the Policy
Aggregate Limit of Insurance at the time this
policy was canceled or nonrenewed.

d. The provisions of the Basic Extended Report-
ing Period and the Supplemental Extended
Reporting Period shall not extend to any fed-
eral or state official or agency, or to any re-
ceiver, conservator, trustee, liquidator, or reha-
bilitator or any similar official, acting or
appointed to take over the "Insured's" business
for the operation or liquidation thereof or for
any aother purpose.

17. Confidentiality

Under Insuring Agreement 5. Extortion Threats,
you must make every reasonable effort not to di-
vulge the existence of this coverage.

18. Territory

This policy covers "wrongful acts" which occurred
anywhere in the world. However, "suits" must be
brought in the United States (including its territo-
ries and possessions), Puerto Rico or Canada.

SECTION VIl — DEFINITIONS

1. "Application" means the signed application for this
policy, including any attachments and other mate-
rials submitted in conjunction with the signed ap-
plication. :

2. "Business income" means the:
a. Net income (net profit or loss before income

taxes) that would have been earned or in-
curred; and

b. Continuing normal operating expenses in-
curred, including payroll.

3. "Claim" means:
a. A written demand for monetary damages; or

b. A civil proceeding commenced by the service
of a complaint or similar proceeding;

against any “insured" for a "wrongful act", includ-
. ing any appeal therefrom.

4. "Computer program” means a set of related elec-
tronic instructions, which direct the operation and
function of a computer or devices connected to it,
which enables the computer or devices to receive,
process, store or send "electronic data".
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. "Computer system" means the following, and is
limited to "computer systems" which are owned by
you or which are licensed or leased to you by a
Service Provider shown in the Declarations:

a. Computers, including Personal Digital Assis-
tants (PDAs) and other transportable or hand-
held devices, electronic storage devices and
related peripheral components; '

b. Systems and applications software; and
¢. Related communications networks;

by which "electronic data" is collected, transmitted,
processed, stored or retrieved.

. "Defense expenses" means the reasonable and
necessary fees (attorneys' and experts' fees) and
~expenses incurred in the defense or appeal of a
"claim”, -including appeal bonds but excluding
wages, salaries, benefits or expenses of your
"employees".

. "Ercommerce activities" means those activities
conducted by you in the normal conduct of your
business via your web site and your e-mail sys-
tem. 2

. "E-commerce incident" means a:
a. "Virus™;

b. Malicious code; or

c. Denial of service attack;

introduced into or enacted upon the "computer
system" (including "electronic data") or a network
to which it is connected, that is designed to dam-
age, destroy, delete, corrupt or prevent the use of
‘or access to any part of the "computer system" or
otherwise disrupt its normal operation.

‘Recurrence of the same "virus" after the "com-
puter system" has been restored shall constitute a
‘separate "e-commerce incident".

. "Electronic data" means digital information, facts,
images or sounds stored as or on, created or used
on, or transmitted to or from computer software
(including systems and applications software) on
electronic storage devices including, but not lim-
ited to, hard or floppy disks, CD-ROMs, tapes,
drives, cells, data processing devices or any other
media which are used with electronically controfled
equipment. "Electronic data" is not tangible prop-
- erty.

"Eléctronic data” does not include your "electronic
data" that is licensed, leased, rented or loaned to
others.

10."Employee™ means:

1

a. Permanent, temporary or leased employees;
b. Officers;

¢. Volunteer workers; and

d. Partners;

of the "named insured" and those of any institution
qualifying as a "subsidiary" under the terms of this
policy, but only while acting within the scope of
their duties as determined by the "named insured"
or such "subsidiary".

."Extortion expenses" means:

a. Fees and costs of:
(1) A security firm; or

(2) A person or entity hired with our consent to
determine the validity and severity of an
"extortion threat" made against you. Such
consent will not be unreasonably withheld;

b. Interest costs paid by you for any loan from a
financial institution taken by you to pay a ran-
som demand;

c. Reward money paid by you to an "informant"
which leads to the arrest and conviction of par-
ties responsible for "loss"; and

d. Any other reasonable expenses incurred by
you with our written consent, including:

(1) Fees and costs of independent negotiators;
and

(2) Fees and costs of a company hired by you,
upon the recommendation of the security
firm, to protect your "electronic data" from
further threats made by the same per-
son(s).

12. "Extortion threat" means a threat or series of

related threats:

a. To perpetrate an "e-commerce incident";

b. To disseminate, divuige or utilize:
(1) Your proprietary information; or
(2) Weaknesses in the source code;
within the "computer system” by gaining unau-
thorized access to such "computer system™;

c. To destroy, corrupt or prevent normal access
to the "computer system” by gaining unauthor-
ized access to such "computer system",

d. To inflict "ransomware" on the "computer sys-
tem" or a network to which it is connected; or

e. To publish your client's "personal information®.

A
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13."Extra expense" means necessary expenses you
incur:
a. During an "interruption" that you would not

have incurred if there had been no "interrup-
tion"; or

b. To avoid or minimize the suspension of your
"e-commerce activities".

"Extra expense" does not include any costs or ex-
penses associated with upgrading, maintaining,
improving, repairing or remediating any "computer
system"”.

14."Informant” means a person, other than an "em-
ployee”, providing information not otherwise ob-
tainable, solely in return for a reward offered by
you. :

15."Insured” means any "named insured" and its
"employees".

16."Interrelated wrongful acts” means all "wrongful
acts” that have the same common nexus of:

a. Fact, circumstance, situation, event, transac-
tion or cause; or

-b. Series of related facts, circumstances, situa-
tions, events, transactions or causes.

~ 17."Interruption" means:

a. With respect to an "e-commerce incident":

(1) An unanticipated cessation or slowdown of
‘your "e-commerce activities"; or

(2) Your suspension of your "e-comrierce
activities" for the purpose of avoiding or
mitigating the possibility of transmitting a
"virus" or malicious code to another;

and, with regard to Paragraphs a.(1) and a.(2),
is deemed to begin when your "e-commerce
activities" are interrupted and ends at the earli-
est of:

(a) 90 days after the "interruption” begins;

(b) The time when your "e-commerce activi-
ties" are resumed; or

(c) The time when service is restored to
you.

b. With respect to an "extortion threat", your vol-
untary suspension of your "e-commerce activi-
ties™:

(1) Based upon clear evidence of a credible
threat; or

(2) Based upon the recommendation of a secu-
rity firm, if any;

and, with regard to Paragraphs b.(1) and b.(2),
is deemed to begin when your "e-commerce
activities" are interrupted and ends at the earli-
est of:

(a) 14 days after the "interruption" begins;

(b) The time when your "e-commerce activi-
ties" are resumed; or

(c) The time when service is restored to
you.

18."Loss" means:

a. With respect to Insuring Agreements 1. Web
Site Publishing Liability, 2. Security Breach Li-
ability and 3. Programming Errors And Omis-
sions Liability:

Compensatory damages, settflement amounts
and costs awarded pursuant to judgments or
settlements.

“Loss" does not include:

(1) Civil or criminal fines or penalties imposed
by law;

(2) Punitive or exemplary damages;

(3) The multiplied portion of multiplied dam-
ages;

(4) Taxes;

(5) Royalties; !

(6) Nonmonetary or injunctive relief;

(7) The amount of any disgorged profits; or

(8) Matters that are uninsurable pursuant: to
applicable law.

b. With respect to Insuring Agreement 4. Re-
placement Or Restoration Of Electronic Data:

The cost to replace or restore "electronic data"
or "computer programs" as well as the cost of
data entry, reprogramming and computer con-
sultation services.

"Loss" does not include the cost to duplicate
research that led to the development of your
“electronic data" or "computer programs". To
the extent that any "electronic data" cannot be
replaced or restored, we will pay the cost to re-
place the media on which the “"electronic data"
was stored with blank media of substantially
identical type.

c. With respect to Insuring Agreement 5. Extor-'
tion Threats:

"Extortion expenses” and "ransom payments".

d. With respect to Insuring Agreement 6. Busi-
ness Income And Extra Expense:

The actual loss of "business income" you sus-
tain and/or "extra expense" you incur.

A
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19.

20.

21.
22,

23.

24,

25.

26.

e. With respect to Insuring Agreement 7. Public
Relations Expense:

"Public relations expenses".

f. With respect to Insuring Agreement 8. Security
Breach Expense:

"Security breach expenses".

"Named insured" means the institution or institu-
tions shown in the Declarations and any "subsidi-

ary".
"Negative publicity" means information which has
been made public that has caused, or is reasona-
bly likely to cause, a decline or deterioration in the
reputation of the "named insured" or of one or
more of its products or services.

"Personal information" means any information
collected by the "insured" in the normal conduct of
its business that is required by law to be protected
from public disclosure.

"Policy period" means the period of time from the
inception date of this policy shown in the Declara-
tions to the expiration date shown in the Declara-
tions, or its éarlier canceliation or termination date.

"Pollutants" means any solid, liquid, gaseous or
thermal irritant or contaminant, including smoke,
vapor, soot, fumes, acids, alkalis, chemicals and
waste. Waste includes materials to be recycled,
reconditioned or reclaimed.

"Public relations expenses" means:
a. Feées and costs of a public relations firm; and

b. Any other reasonable expenses incurred by
you with our written consent;

to protect or restore your reputation solely in re-
sponse to "negative publicity”.

"Ransom payment" means a payment made in the
form of cash. '

"Ransomware” means any software that encrypts

"electronic data" held within the "computer system"
and demands a "ransom payment" in order to de-

~ crypt and restore such "electronic data".

27.

"Security breach" means:

a. The acquisition of "personal information" held
within the "computer system" or otherwise by a
person who is not authorized to have access to
such information; or

b. The acquisition of "personal information" held
within the "computer system" or otherwise by a
person authorized to have access to such in-
formation but which results in the unauthorized
disclosure of such information.

28."Security breach expénses" means:

EC 00 11 11 09

a. Costs to notify all parties affected by a "security
breach”,

29.

30.

31.

32.

b. Overtime salaries paid to “employees" as-
signed to handle inquiries from parties affected
by a "security breach";

c. Fees and costs of a company hired by you for
the purpose of operating a call center to handie
inquiries from parties affected by a "security
breach";

d. Post event credit monitoring costs for victims of
a "security breach” for up to one year from the
date of the "security breach"; and

e. Any other reasonable expenses incurred by
you with our written consent.

"Security breach expenses" do not include any
costs or expenses associated with upgrading,
maintaining, improving, repairing or remediating
any "computer system" as a result of a "security
breach". '

"Subsidiary" means any institution in which more
than 50 percent of the outstanding securities or
voting rights representing the present right to vote
for the election of directors, or equivalent position,
is owned, in any combination, by one or more
"named insured(s)".

"Suit" means a civil proceeding in which damages
to which this policy applies are claimed against the
"insured". "Suit" includes:

a. An arbitration proceeding in which such dam-
ages are claimed and to which the "insured"
submits with our consent; or

b. Any other alternative dispute resclution pro-
ceeding in which such damages are claimed
and to which the "insured" submits with our
consent.

"Suit” does not include a civil proceeding seeking
recognition and/or enforcement of a foreign money
judgment.

"Virus" means any kind of malicious code de-
signed to damage or destroy any part of the "com-
puter system" (including "electronic data") or dis-
rupt its normal functioning.

"Wrongful act" means:

a. With respect to Insuring Agreement 1. Web
Site Publishing Liability: :

Any actual or alleged error, misstatement or
misleading statement posted or published by
an "insured" on its web site that results in:

(1) An infringement of another's copyright,
trademark, trade dress or service mark;

(2) Any form of defamation against a person or
institution; or

(3) A violation of a person's right of privacy.
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b. With respect to Insuring Agreement 2. Security c. With respect to Insuring Agreement 3. Pro-

Breach Liability: gramming Errors And Omissions Liability:

Any actual or alleged neglect, breach of duty or Any actual or alleged programming efror or
omission by an "insured" that results in: omission that results in the disclosure of your
(1) A “security breach"; or client's "personal information" held within the

"computer system".

(2) A "computer system" transmitting, by e-mail
or other means, a "virus" to a third party.

\
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If you are requestlng coverage for any of the other Insurmg Agreements, please answer the remaining
questions in this section.

Your Web Site(s) Activities

5. Are your web site(s): l___] Informational; or D Used to transact business?
6. Please indicate the types of products and services provided to your customers:
Electronic Banking Electronic Trading Ij Mortgage Origination
Insurance (including policy issuance and administration)
Other:

Your Electronic Data Collection Practices

7. Do you collect data from residents of EU countries who use your web site(s)? I:I Yes I:I No
8. Why do you collect user data?

9. Do you collect any of the following information from your web site(s) users?

a. Medical information
b. Checking or savings account information
c. Information contained on credit, debit, charge, access, convenience, identification, stored

value or point-of-service or similar cards
10. For each of the types of information indicated in Question 9. above, how is the information
safeguarded during transmission?
a. Third party's name:
Address:

b. Length of relationship with this third party:

12. Once this information is received by you, is it: D Stored; or D Destroyed?
If it is stored, what measures do you take to protect it?

If it is destroyed, how long do you store before it is destroyed?

11. If the information is safeguarded via a third-party authenticating service, please indicate the following:

\\©
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Your Network

13,

14.
15.

16.
17.
18.
19.
20.
21.
22,
23.

24.

25.

26. Have you been certified by an IT security firm? » I:I Yes D No

27.

Please indicate whether your network is: H Designed; : |___] Built; and/or
Maintained by a third party '

Is your web site(s) hosted by a third party? H Yes B No

Is your network protected by a firewall? Yes No

If Yes, what type of firewall is it: D Hardware-based,; or D Software-based
Do you maintain a firewall log? D Yes D No
If Yes, what level of detail is captured in your firewall log?

How frequently is your firewall log reviewed?
How frequently is your firewall log backed-up?
How frequently is your firewall log cleared?

Do you utilize a 24/7 managed intrusion detection service? l:l Yes D No
If you do not utilize a managed intrusion detection service, is your network

protected by intrusion detection software? D Yes l:l No
Is your network protected by anti-virus software? [:‘ Yes D No

If Yes, what is the name of the anti-virus software?

Do you provide all of your employees with anti-virus software for use with

their home computers? D Yes D No
How often are your virus definitions updated?

Has an outside auditing firm ever conducted an SAS 70, ISO 17799, BS 7799 or -
other security audit on your network? I:I Yes D No

If Yes, please indicate who performed it and when it was performed (and attach
a copy of the report to this application).

If Yes, when is the next scheduled audit? ,

If Yes, what certification does your institution hold, and when was the audit performed (and attach
a copy of the certification)?

What additional protocols do you have in place to prevent a security breach?

\\\
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Third-Party Access To Your Network

28. Do any of your employees telecommute? D Yes D No
If Yes, please answer the following questions:
a. Is access provided via a VPN or via a dial-up modem bank?
b. What is the access method used? (Please check all that apply:)
D ID numbers D Passwords Certificates D Tokens
29. Do you provide your customers with access to your proprietary system(s)? ' D Yes I:I No
If Yes, please answer the following: v
a. Please indicate whether you provide your customers with:
iDs; or Case-sensitive passwords for accessing your eb site(s)
If Yes to either, what steps do you take to protect the IDs and/or passwords from unauthorized use?

b. Does your customers' access terminate at your DMZ or within your LAN?
c. If your data server resides on your internal network, do you utilize routing
software to monitor the external connections? EI Yes No
30. Do you provide your contractors with access to your proprietary system(s)? Yes No
If Yes, please answer the following questions:
a. Does your contractors' access terminate at your DMZ or within your LAN?
b. If your data server terminates at your LAN, do you use routing software

| - to monitor the external connections? D Yes D No
31. Do you provide your contractors with IDs and case-sensitive passwords for
accessing your eeb site(s)? D Yes D No

If Yes, what steps do you take to protect the IDs and passwords from
unauthorized use?

32. Do you provide warranties and/or indemnification language in the contracts

with your contractors? D Yes D No

If Yes to either, please indicate which and provide a copy of your standard
contractor agreement.

33. Do you always require your subcontractors/vendors to include your institution

as a loss payee under their commercial crime insurance policy? : D Yes D No
34. Do you always require your subcontractors/vendors to: '

a. Provide evidence of an Errors & Omissions Insurance policy applicable to

the work each is performing for your institution; and I:l Yes I:l No
b. Carry limits appropriate for the size of your contract(s) with that
subcontractor/vendor? D Yes D No

If you have answered No to Question 33. or 34., please explain:

ANk
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Your Internet Service Provider(s)

35. What are your ISP's fail-over procedures?
36. Does your ISP insure against fail-over downtime? |:| Yes D No
Your Backup And Recovery Procedures

37. Do you back up your electronic data? I:‘ Yes D No
If Yes, how frequently?

38. Do you rotate backup sets? D Yes I:l No
If Yes, how old is the oldest set of backups? - -

39. Is your backup system automated? | {Yes| |No
If Yes, do you lock out users during the backup process? L _lYes| |No

40. Please indicate whether your backed up data is stored: On your premises; or

Off site -

41. Do you have a documented disaster recovery plan? | |Yes| [No
If Yes, does your plan include connectivity with your customers? _|Yes| [No
Is your disaster recovery plan tested at least annually? | lYes| [No

42. If your primary system goes down, how quickly can you bring up your secondary
system?

43. Do you generate income from selling products or subscription-related services via

- your web site(s)? D Yes D No

If Yes, should your system suffer downtime as a result of an attack upon your network, please indicate
the expected financial loss to your institution as a direct result of the attack for the following periods
of time:

a. The First Hour: $
For One to Three Hours:  §
For Three to Six Hours: $
For Six to Eight Hours: $
For Some Other Period:  §

® oo
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V. PAST ACTIVITIES

Who within your institution is responsible for handling complaints concerning the operation or
content of your web site(s)? Please list thé person's name and title:

Has your institution ever been a party to any of the following:
a. Copyright, trademark, trade dress, slogan, service mark, or trade secret

infringement; patent litigation; or software piracy? : D Yes l—_—l No
b. Civil or criminal action or administrative proceeding alleging violation of
any federal, state, local or common law? D Yes D No

If you have answered Yes to any of the above, please explain:

During the last three years has your institution suffered loss of business income
as a result of unscheduled downtime? D Yes D No
If Yes, please describe both the cause of the downtime and the economic result to your institution.

What subsequent actions did your institution take to prevent such instances of unscheduled system
downtime and to limit a recurrence of resulting economic loss?

Does your institution have knowledge of any potential issues that could give rise
to a first-party loss or a third-party claim that could be covered by this or any similar

insurance presently or previously in effect or currently proposed? l:] Yes D No
If Yes, please provide complete details:

During the last three years has your institution suffered loss of business income

as a result of a security breach? D Yes D No

If Yes, please provide the details, including the type of incidentand  $
the resulting dollar amount of the {oss. '

How did your institution respond to the security. breach?

VI. ADDITIONAL REQUIRED APPLICATION MATERIALS

Please attach the following to this Application:

Your latest 10K or Year-end Financials (if they are not otherwise readily avaiiable).

Parental Release Agreement (if applicable).

Results of a security audit (accompanied by your response to it).

Any other information that might be heIpfuI‘ in gaining a complete and accurate picture of your
institution and its operating procedures. ’

A5
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Vil. NOTICE TO APPLICANT — PLEASE READ CAREFULLY

For the purpose of this Application, the undersigned authorized officer of the institution named in Item I. of this
Application declares that to the best of the institution's knowledge the statements herein are true, accurate and
complete. The insurer is authorized to make any inquiry in connection with this Application. Signing this Applica-
tion does not bind the insurer to issue, or the applicant to purchase, any insurance policy issued in connection
with this Application.

The information contained in and submitted with this Application is on file with the insurer. This Application will
become a part of such policy if issued. The insurer will have relied upon this Application and its attachments in
issuing this policy.

If the information in this Application materially changes prior to the effective date of the policy, the applicant will
promptly notify the insurer, who may modify or withdraw the quotation.

The undersigned declares that the individuals and entities proposed for this insurance have been notified that:

1. This policy applies only to "claims" first made or deemed made against an "insured" during the "policy
period” or during the applicable extended reporting period; and

2. The limit of liability is reduced by amounts incurred as "defense expenses” and such expenses will be
subject to the deductible amount.

Words within quotation marks are defined in the insurance policy.
Misrepresentation of any material fact in this Application may be grounds for the rescission of this policy.

FRAUD STATEMENT: Any person who knowingly presents a false or fraudulent claim for payment of a loss or N

benefit or knowingly presents false information in an application for insurance is guilty of a crime and may be
subject to fines and confinement in prison.

Arkansas Fraud Statement

Any person who knowingly presents a false or fraudulent claim for payment of a loss or benefit or knowingly pre-
sents false information in an application for insurance is guilty of a crime and may be subject to fines and con-
finement in prison.

Colorado Fraud Statement

It is unlawful to knowingly provide false, incomplete, or misleading facts or information to an insurance company
for the purpose of defrauding or attempting to defraud the company. Penalties may include imprisonment, fines,
denial of insurance, and civil damages. Any insurance company or agent of an insurance company who knowingly
provides false, incomplete, or misleading facts or information to a policyholder or claimant for the purpose of de-
frauding or attempting to defraud the policyholder or claimant with regard to a settlement or award payable from
insurance proceeds shall be reported to the Colorado division of insurance within the department of regulatory
agencies.

District Of Columbia Fraud State/ment

WARNING: It is a crime to provide false, or misleading information to an insurer for the purpose of defrauding the
insurer or any other person. Penalties include imprisonment and/or fines. In addition, an insurer may deny insur-
ance benefits if false information materially related to a claim was provided by the applicant.

Florida Fraud Statement

Any person who, knowingly and with intent to injure, defraud, or deceive an insurer files a statement of claim or an
application containing any false, incomplete or misleading information is guilty of a felony of the third degree.

Hawaii Fraud Statement

For your protection, Hawaii law requires you to be informed that any person who presents a fraudulent claim for
payment of a loss or benefit is guilty of a crime punishable by fines or imprisonment, or both.

Kentucky Fraud Statement

Any person who knowingly and with intent to defraud any insurance company or other person files an application
for insurance containing any materially false information or conceals, for the purpose of misleading, information
concerning any fact material thereto, commits a fraudulent insurance act, which is a crime.

NS

EC AP 11 11 09 © Insurance Services Office, Inc., 2008 Page 9 of 11




Louisiana

Any person who knowingly presents a false or fraudulent claim for payment of a loss or benefit or knowingly pre-
sents false information in an application for insurance is guilty of a crime and may be subject to fines and con-
finement in prison.

Maine Fraud Statement

It is a crime to knowingly provide false or misleading information to an insurance company for the purpose of
defrauding the company. Penalties may include imprisonment, fines, or a denial of insurance benefits.

Any person who includes false or misleading information on an application for an insurance policy is subject to
criminal and civil penalties.

Maryland Fraud Statement

Any person who knowingly and willfully presents a false or fraudulent claim for payment of a loss or benefit or who
knowingly and willfully presents false information in an application for insurance is guilty of a crime and may be
subject to fines and confinement in prison.

New Jersey Fraud Statement

Any person who includes false or misleading information on an application for an insurance policy is subject to
criminal and civil penalties.

New Mexico Fraud Statement

Any person who knowingly presents a false or fraudulent claim for payment of a loss or benefit or knowingly pre-
sents false information in an application for insurance is guilty of a crime and may be subject to civil fines and
criminal penalties.

New York Fraud Statement

Any person who knowingly and with intent to defraud any insurance company or other person files an application
for insurance or statement of claim containing any materially false information, or conceals for the purpose of
misleading, information concerning any fact material thereto, commits a fraudulent insurance act, which is a
crime, and shall also be subject to a civil penalty not to exceed five thousand dollars and the stated value of the
claim for each such violation.

Ohio Fraud Statement

Any person who, with intent to- defraud or knowing that he is facilitating a fraud against an insurer, submits an
application or files a claim containing a false or deceptive statement is guilty of insurance fraud.

Oregon Fraud Statement

Any person knowingly presents a false or fraudulent claim for payment of a loss or benefit or knowingly presents
materially false information in an application for insurance may be guilty of a crime and may be subject to fines
and confinement in prison.

Pennsylvania Fraud Statement

Any person who knowingly and with intent to defraud any insurance company or other person files an application
for insurance or statement of claim containing any materially false information, or conceals for the purpose of
misleading, information concerning any fact material thereto commits a fraudulent insurance act, which is a crime
and subjects such person to criminal and civil penalties.

Tennessee Fraud Statement

it is a crime to knowingly provide false, incomplete or misleading information to an insurance company for the
purpose of defrauding the company. Penalties include imprisonment, fines and denial of insurance benefits.

Virginia Fraud Statement

It is a crime to knowingly provide false, incomplete or misleading information to an insurance company for the
purpose of defrauding the company. Penalties include imprisonment, fines and denial of insurance benefits.

Washington Fraud Statement

It is a crime to knowingly provide false, incomplete or misleading information to an insurance company for the
purpose of defrauding the company. Penalties include imprisonment, fines and denial of insurance benefits.

o
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Insured (Applicant):

By:

1Print Name:
Print Title:
Signature:

Date:

A\
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POLICY NUMBER: o E-COMMERCE
' EC DS 01 11 09

INFORMATION SECURITY INFERNET-LIABILITY-AND
NETWORK-PROTECTION POLICY DECLARATIONS

In Return For The Payment Of The Premium, And Subject To All The Terms And Conditions Of This Policy, We
Agree With You To Provide The Insurance As Stated In This Policy.

Company Name:

Producer Name:

Named Insured:

Mailing Address:

v _ Policy Period
From: - ’
To: : o 12:01 AM at the Insured's mailing address shown above
Web Site Address(es):
Form Of Business (Check appropriate box.):
Individual Joint Venture Limited Liability Company
Partnership Corporation Other:

Name Of Service Provider(s) (Check appropriate box.):

I:I None D All D As Scheduled Below:

Retroactive Date (Enter date or "none" if no Retroactive Date applies.):
Insuring Agreement 1. Web Site Publishing Liability:

Insuring Agreement 2. Security Breach Liability:

Insuring Agreement 3. Programming Errors And Omissions Liability:

Annual Premium: $

Policy Aggregate Limit Of Insurance: $

\\%
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Insuring Agreements, Aggregate Limits Of Insurance And Deductibles:

Aggregate
__Insuring Agreement Limit Of Insurance Deductible Amount
1.A- Web Site Publishing Liability A$ AS
2.B. Netweork-Security Breach Liability B:$ B:$
‘3. Programming Errors And Omissions $ $
Liability '
4.C. Replacement Or Restoration Of c:$ c.$
Electronic Data
5.D. Cyber-Extortion Threats _ bB:$ D%
6.E- Business Income And Extra Expense ES$ E$ R
Waiting Period Hours: {nsuring-Agree-
7. Public Relations Expense $ $
8. Security Breach Expense $ [F] E

other reference to it in this policy is deleted.

If "Not Covered" is inserted above opposite any specified Insuring Agreement, such Insuring Agreement and any

Endbrsement(s) Forming Part Of This Policy When Issued:

__Countersignature Of Authorized Representative I

Name:
Title:

‘Signature:

Date:

Page2of2 . _ ~ ® Insurance
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POLICY NUMBER: : E-COMMERCE
EC DS 11 11 09

FINANCIAL INSTITUTIONS INFORMATION SECURITY
PROTECTION POLICY DECLARATIONS

In Return For The Payment Of The Premium, And -Subject To All The Terms And Conditions Of This Policy, We
Agree With You To Provide The Insurance As Stated In This Policy.

Company Name:

Producer Name:

Named Insured:

Mailing Address:

Policy Period

From:
To: 12:01 AM at the Insured's mailing address shown above

Web site Address(es):

Form Of Business (Check appropriate box.):

Joint Venture Corporation
Partnership Other:

Name Of Service Provider(s) (Check appropriate box.):

[ INone [ Jau [ ] As scheduled Below:

Retroactive Date (Enter date or "none" if no Retroactive Date applies.):
Insuring Agreement 1. Web Site Publishing Liability:

Insuring Agreement 2. Security Breach Liability:
’Insu'ring_Agreement 3. Programming Errors And Omissions Liability:

Annual Premium: $

Policy Aggregate Limit Of Insurance: . $

\DO
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insuring Agreements, Aggregate Limits Of Insurance And Deductibles:

Aggregate
Insuring Agreement Limit Of Insurance Deductible Amount

1. Web Site Publishing Liability $ $
2. Security Breach Liability $ $
3. Programming Errors And Omissions $ $

Liability
4. Replacement Or Restoration Of $ $

Electronic Data
5. Extortion Threats $ $
6. Business Income And Extra Expense $ $

Waiting Period Hours:

7. Public Relations Expense $ $
8. Security Breach Expense $ $

If "Not Covered" is inserted above opposite any specified Insuring Agreement, such Insuring Agreement and any
other reference to it in this policy is deleted.

Endorsement(s) Forming Part Of This Policy When Issued:

Name:

Title:
Signature:

Date:

Countersignature Of Authorized Representative

Page 2 of 2
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E-COMMERCE
EC AP 011109

APPLICATION FOR INFORMATION SECURITYINTERNET
LHABILHY-ANDNETWORK PROTECTION POLICY

The Iiability insuring agreements of this policy provide claims-made coverage. Under the liability sections, if
elected, “claims" must first be made against the "msured" durlng the “pohcy period" or during the apphcable ex-
tended reportmg period. - “"Defense expenses" are
payable within, not in addition to, the limit of insurance. If issued, please read your poI|cy carefully.

The word "you" in this application refers to your organization_(Applicant) and any entity for whom this insurance is
intended. . ’

Note: It is recommended that the person completing this Application consult with the person(s) within the com-
pany who is responsible for information/technology.

. GENERAL INFORMATION

Name Of Organization (Applicant):

Mailing Address:

Type of Business Org'anization: H Corporation |__| LLC |_I Partnership/Joint Venture
» Other:

Description of Business:

eConduct time-sensitive transactions for others-
North American Industry Classification (NAIC) or Standard Industrial Classmcatlon (SIC) Code:
Date Established:
Total Annual Revenue: $
Annual revenue generated from or attributable to activities conducted via your Wweb site(s):
$
Web site(s) ad-
dress(es):
E-commerce activities conducted via your Wweb site(s):

Pleasé indicate whether you: H eConduct data gathering and/or transactions using wireless applications;-or

Policy Period requested: from: to:

Retroactive Date requested (applicable to Insuring Agreements A-1., 2.; and B-3. only):
Insuring Agreement Retroactive Date

Web Site Publishing Liability

Security Breach Liability

Programming Errors And Omissions Liability

No
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Name(s) of third-party Service Provider(s) related to this coverage:

lIl. COVERAGE REQUESTED

Overall Policy Aggregate: $

Insuring Agreements_Aggregate Limits
{Coverage Limit Of Insurance

21. Web Site Publishing Liability $
32. Network-Security Breach Liability $
Is the coverage amendment to include only '
personal information held within the
computer system desired? Yes I:] No

3. Programming Errors And Omissions Liability $

4. Replacement Or Restoration Of Electronic $
Data

5. GyberExtortion Threats $

6. Business Income And Extra Expense $

Deductibles Requested:
{Ha. Monetary Deductible Amount requested:
{2)b. Waiting Period Deductible requested (hours):

Deductible Amount

7. -Public Relations Expense _ $
8. Security Breach Expense $
lli. SUBSIDIARY COMPANIES
Name Of Subsidiary : Nature Of Business
Date Created | Percentage Of State Or
Or Acquired Ownership Country v Address(es) Of Web sSite(s)
%
Name Of Subsidiary Nature Of Business
Date Created | Percentage Of ‘ State Or v
Or Acquired Ownership Country Address(es) Of Web sSite(s)
%
Name Of Subsidiary Nature Of Business
Date Created | Percentage Of State Or
Or Acquired Ownership Country Address(es) Of Web sSite(s)
%

O

Page 2 of 11 © Insurance Services Office, Inc., 2008

EC AP 01 11 09







IV. UNDERWRITING QUESTIONS

If you find that you do not have sufficient space below to thoroughly answer a question, please continue your
response on a separate sheet of paper and attach it to this Application.

If you are requesting coverage for Insuring Agreement A-1. — Web Site Publishing Liability, please
answer Questions 1. - 4.

Your Web Site Content Protocols P

1. Do you purchase keywords from search engines or from other sources? D Yes D No
If Yes, what keywords have you purchased and from whom?

2. Are you presently dsing those purchased keywords? D Yes [:l No
3.  Who provides the content for your Wweb Your employees;-or
site(s)?
A third party

If content is provided by a third party, do you always:
a. Obtain a written agreement indicating that content provided by third parties

is considered work for hire? Yes | No
b. Obtain a Hold Harmless Agreement from the provider of that content? Yes No
4. |s your Wweb site(s) reviewed for infringement issues? Yes No
If Yes, please provide the name and title of the individual (or law firm) responsible:
Name;
Title:

Q%
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If you are requestmg coverage for any of the other Insuring Agreements, please answer the remaining
questions in this section.

_ Your Electronic Data Collection Practices

10.

1.

12

Do you collect data from residents of EU countries who use your Wweb S|te(s)'7 l:l Yes D No
Why do you collect user data?

Do you market any products or services specifically to children? Yes No
Do you collect user data from children who visit your Wweb site(s)? Yes No
If Yes, do you always obtain permission from their parents? Yes No
If Yes, please explain your method(s) of obtaining parental permission:

Do you coliect any of the following information from your Wiweb site(s) users?

a. Medical information;
b. Checking or savings account information;-e¢
c. Information contained on credit, debit, charge, access, convenience, identification, stored

value or point-of-service or similar cards
For each of the types of information indicated in Question 9. above, how is the lnformatlon
safeguarded during transmission?

If the information is safeguarded via a third—party authenticating service, please indicate the following:
a. Third party's name:

Address:
b. Length of relationship with this third party:

Once this information is received by you, is it: D Stored; or D Destroyed?
If it is stored, what measures do you take to protect it?

If it is destroyed, how long do you store before it is destroyed?

OQ\
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Your Network

27.

13.

14.
15.

16.

17.

18.

19.

20.

21.

22,

23.

24,

25.

26.

Please indicate whether your network is: H dDesigned; D bBuilt; and/or
mMaintained by a third party

Is your Wweb site(s) hosted by a third party? E Yes B No

Is your network protected by a firewall? Yes

If Yes, what type of firewall is it: DhHardware based; or D sSoftware-based
Do you maintain a firewall log? I:l Yes D No
If Yes, what level of detail is captured in your firewall log?

How frequently is your firewall log reviewed?
How frequently is your firewall log backed-up?

How frequently is your firewall log cleared?

Do you utilize a 24/7 managed intrusion detection service? D Yes D No
If you do not utilize a managed intrusion detection service, is your network

protected by intrusion detection software? D Yes D No
Is your network protected by anti-virus software? |:| Yes [I No

If Yes, what is the name of the anti-virus software?
Do you provide all of your employees with anti-virus software for use with their

home computers? D Yes I:l No
How often are your virus definitions updated?

Has an outside auditing firm ever conducted an SAS 70, ISO 17799, BS 7799 or
other security audit on your network? D Yes D No

If Yes, please indicate who performed it and when it was it-performed (and attach
a copy of the report to this application).

Have you been certified by an IT security firm? D Yes D No
If Yes, when is the next scheduled audit?

If Yes, what certification does your organization hold, and when was the audit performed (and attach
a copy of the certification)?

What additional protocols do vou have in place to prevent a security breach’?

N
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Third—Party Access To Your Network

287 Do any of your employees telecommute? D Yes D No
If Yes, please answer the following questions:
a. Is access provided via a VPN or via a dial-up modem bank?
b. What is the access method used? (pPlease check all that apply:):
ID numbers; Passwords; |:| Certificates; Tokens
298 Do you provide your customers with access to your proprletary system(s)? D Yes [:] No
If Yes, please answer the following:
a. Please indicate whether you provide your customers with: ,
D IDs; or |:| Case-sensitive passwords for accessing your Wweb site(s)
If Yes to either, what steps do you take to protect the IDs and/or passwords from unauthorized use?

b. Does your customers' access terminate at your DMZ or within your LAN?
c. If your data server resides on your internal network, do you utilize routing

software to monitor the external connections? \ Yes No
29 Do you provide your contractors with access to your proprietary system(s)? Yes No
30.
If Yes, please answer the following questions:
a. Does your contractors' access terminate at your DMZ or within your LAN?
b. [f your data server terminates at your LAN, do you use routing software
to monitor the external connections? [:l Yes El No
31 Do you provide your contractors with IDs and case-sensitive passwords for
0.
accessing your Wweb site(s)? D Yes D No

If Yes, what steps do you take to protect the IDs and passwords from unauthorized use?

321 Do you provide warranties and/or indemnification language in the contracts
with your contractors? D Yes |:| No

If Yes to either, please indicate which, and provnde a copy of your standard
contractor agreement.

332 Do you always require your subcontractors/vendors to include your organization

as a loss payee under their commercial crime insurance policy? D Yes l:' No
343 Do you always require your subcontractors/vendors to:

a. Provide evidence of an Errors & Omissions Insurance policy applicable to

the work each is performing for your organization; and D Yes l:] No
b. Carry limits appropriate for the size of your contract(s) with that
subcontractor/vendor? D Yes D No

If you have answered No to Question 33. or 34., please explain:

\D\
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_ Your Internet Service Provider(s)
35 What are your ISP's fail-over procedures?
4
36 Does your ISP insure against fail-over downtime? D Yes D No
5.
_ Your Back-up aAnd Recovery Procedures
37 Do you back_ -up your electronic data? Yes No
6. ‘ " . -
If Yes, how frequently? - -
38 Do you rotate back-up sets? Yes No
.
If Yes, how old is the oldest set of back-up? - -
39 Is your back-up system automated? Yes No
8.
If Yes, do you lock out users during the back-up process? L |Yes | [No
40 Please indicate whether your backed-up data is stored: On your premises; or
39.
, Off site
41 Do you have a documented disaster recovery plan? Yes No
0.
If Yes, does your plan include connectivity with your customers? Yes No
Is your disaster recovery plan tested at least annually? Yes No
42 If your primary system goes down, how quickly can you bring up your secondary system?
1.
43 Do you generate income from selling products or subscription-related services via
2. o
your Wweb site(s)? I:I Yes D No
- If Yes, should your system suffer downtime as a resuit of an attack upon your network, please indicate
the expected financial loss to your organization as a direct result of the attack for the following periods
of time:
a. The First Hour: $
b. For Oneto Three Hours: §
c. For Three to Six Hours: $
d. For Six to Eight Hours: $
e. For Some Other Period: $

\D 2\
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V. PAST ACTIVITIES

a.

1. Who within your organization is responsible for handiing complaints concerning the operation or

content of your Wweb site(s)? Please list the person's name and
title: ’

2. Has your organization ever been a party to any of the following:

Copyright, trademark, trade dress, slogan, service mark, or trade secret

infringement; patent litigation; or software piracy? D Yes I___l No
Civil or criminal action or administrative proceeding alleging violation of
any federal, state, local or common law? D Yes D No

If you have answered Yes to any of the above, please explain:

3. During the last three years has your organization suffered loss of business income
as a result of unscheduled downtime? D Yes D No
If Yes, please describe both the cause of the downtime and the economic result to your organization.

4. What subsequent actions did your organization take to prevent such instances of unscheduled system
downtime and to limit a recurrence of resuiting economic loss?

5. Does your organization have knowledge of any potential issues that could give rise
to a first-party loss or a third—party claim that could be covered by this or any similar

insurance presently or previously in effect or currently proposed? D Yes D No
If Yes, please provide complete details:

6. During the last three years has your organization suffered loss of business income
as a result of a security breach? D Yes D No
If Yes, please provide the details including the type of incident and
the resulting dollar amount of the loss. $

How did your organization respond to the security breach?

Vi. ADDITIONAL REQUIRED APPLICATION MATERIALS

Please attach the following to this Application:
Your latest 10K or Year-—Eend Financials (if they are not otherwise readily available)
Parental Release Agreement (if applicable)
Resulits of a security audit (accompanied by your response to it)
Any other information that might be helpful in gaining a complete and accurate picture of your
organization and its operating procedures

Page 8 of 11
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VII. NOTICE TO APPLICANT — PLEASE READ CAREFULLY

For the purpose of this Application, the undersigned authorized officer of the organization named in item 1.4= of
this Application declares that to the best of the organization's knowledge the statements herein are true, accu-
rate and complete. The insurer is authorized to make any inquiry in connection with this Application. Signing
this Application does not bind the insurer to issue, or the applicant to purchase, any insurance policy issued in
connection with this Application.

The information contained in and submitted with this Application is on file with the insurer. This Application will
become a part of such policy if issued. The insurer will have relied upon this Application and its attachments in
issuing this policy.

If the information in this Application materially changes prior to the effective date of the policy, the applicant will
promptly notify the insurer, who may modify or withdraw the quotation.

The undersigned declares that the individuals and entities proposed for this insurance have been notified that:

1. This policy applies only to "claims" first made or deemed made against an "insured" during the "policy
period" or during the applicable extended reporting period; and

2. The limit of liability is reduced by amounts incurred as "defense expenses", and such expenses will be
subject to the deductible amount.

Words within quotation marks are defined in the insurance policy.
Misrepresentation of any material fact in this Application may be grounds for the rescission of this policy.

FRAUD STATEMENT: Any person who knowingly presents a false or fraudulent claim for payment of a loss or
benefit or knowingly presents false information in an application for insurance is guilty of a crime and may be
subject to fines and confinement in prison.

Arkansas Fraud Statement

vAny person who knowingly presents a false or fraudulent claim for payment of a loss or benefit or knowingly pre-
sents false information in an application for insurance is guilty of a crime and may be subject to fines and con-
finement in prison.

Colorado Fraud Statement

It is unlawful to knowingly provide false, incomplete, or misleading facts or information to an insurance company
for the purpose of defrauding or attempting to defraud the company. Penalties may include imprisonment, fines,
denial of insurance, and civil damages. Any insurance company or agent of an insurance company who knowingly
‘provides false, incomplete, or misleading facts or information to a policyholder or claimant for the purpose of de-
frauding or attempting to defraud the policyholder or claimant with regard to a settlement or award payable from
insurance proceeds shall be reported to the Colorado division of insurance within the department of regulatory
agencies.
District Of Columbia Fraud Statement

WARNING: It is a crime to provide false, or misleading information to an insurer for the purpose of defrauding the
insurer-or any other person. Penalties include imprisonment and/or fines. In addition, an insurer may deny insur-
ance benefits if false information materially related to a claim was provided by the applicant.

Florida Fraud Statement

Any person who, knowingly and with intent to injure, defraud, or deceive an insurer files a statement of claim or an
application containing any false, incomplete or misleading information is guilty of a felony of the third degree.

Hawaii Fraud Statement

For your protection, Hawaii law requires you to be informed that any person who presents a fraudulent claim for

payment of a loss or benefit is guitty of a crime punishable by fines or imprisonment, or both.
Kentucky Fraud Statement

Any person who knowingly and with intent to defraud any insurance company or other person files an application
for insurance containing any materially false information or conceals, for the purpose of misleading, information
concerning any fact material thereto, commits a fraudulent insurance act, which is a crime.

O
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Louisiana :
Any person who knowingly presents a false or fraudulent claim for payment of a loss or benefit or knowingly pre-

- sents false information in an application for insurance is guilty of a crime and may be subject to fines and con-
finement in prison.

Maine Fraud Statement

it is a crime to knowingly provide false or misleading information to an’insurance company for the purpose of
defrauding the company. Penalties may include imprisonment, fines, or a denial of insurance benefits.

Any person who includes false or misleading information on an application for an insurance policy is subject to
criminal and civil penalties.

Maryland Fraud Statement

Any person. who knowingly and willfully presents a false or fraudulent claim for payment of a loss or benefit or who
knowingly and wilfully presents false information in an application for insurance is quilty of a crime and may be
subject to fines and confinement in prison.

New Jersey Fraud Statement

Any person who includes false or misleading information on an application for an insurance policy is subject to
_‘criminal and civil penaities.

New Mexico Fraud Statement

Any person who knowingly presents a false or fraudulent claim for payment of a loss or benefit or knowingly pre-
sents false information in an application for insurance is guilty of a crime and may be subject to civil fines and
criminal penalties.

New York Fraud Statement

Any person who knowingly and with intent to défraud any insurance company or other person files an application
for insurance or statement of claim containing any materially false information, or conceals for the purpose of
‘misleading, information concerning any fact material thereto, commits a fraudulent insurance act, which is a
crime, and shall also be subject to a civil penalty not to exceed five thousand dollars and the stated value of the

- claim for each such violation.

Ohio Fraud Statement

Any péerson who, with intént to defraud or knowing that he is facilitating a fraud against an insurer, submits an
application or files a claim containing a false or deceptive statement is guilty of insurance fraud.

Oregon Fraud Statement

Any person knowingly presents a false or fraudulent claim for payment of a loss or benefit or knowingly presents
materially false information in an application for insurance may be guilty of a crime and may be subject to fines
and confinement in prison.

Pennsylvania Fraud Statement

Any person who knowingly and with intent to defraud any insurance company or other person files an application
for insurance or statement of claim containing any materially false information, or conceals for the purpose of
misleading, information concerning any fact material thereto commits a fraudulent insurance act, which is a crime
“and subjects such person to criminal and civil penalties.

Tennessee Fraud Statement

It is a crime to knowingly provide false, incomplete or misleading information to an insurance company for the
_ purpose of defrauding the company. Penalties include imprisonment, fines and denial of insurance benefits.

Virginia Fraud Statement

it is a crime to knowingly provide false, incomplete or misleading information to an insurance company for the
purpose of defrauding the company. Penalties include imprisonment, fines and denial of insurance benefits.

Washington Fraud Statement

It is a crime to knowingly provide false, incomplete or misleading information to an insurance company for the
purpose of defrauding the company. Penalties include imprisonment, fines and denial of insurance benefits.

\0S
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Insured (Applicant):.

By:

Print Name:
[ Print Title:
Signature:

Date:

EC AP 01 11 09
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E-COMMERCE
EC AP 111109

APPLICATION FOR FINANCIAL INSTITUTIONS
INFORMATION SECURITY PROTECTION POLICY

Thie liability insuring agreements of this policy provide claims-made coverage. Under the liability sections, if
elected, "claims" must first be made against the "insured” during the ."policy period" or during the applicable ex-
tended reporting period. "Defense expenses" are payable within, not in addition to, the limit of insurance. If is-
sued, please read your policy carefully.

The word "you" in this application refers to your institution (Applicant) and any entity for whom this insurance is
intended.

"Note: It is recommended that the person completing this Application consult with the person(s) within the com-
pany who is responsible for information/technology.

. GENERAL INFORMATION

Name Of Institution (Applicant):

Mailing Address:

Type of Institution: __| Commercial Bank Savings Institution Securities Broker/Dealer
Insurance Company Finance Company Credit Union
Other:

Please indicate whether you: H Conduct data gathering and/or transactions using wireless applications
Conduct time-sensitive transactions for others

Date Established:

Total Annual Revenue: $

Annual revenue generated from or attributable to activities conducted via your web site(s):

$

Web site address(es):

E-commerce activities conducted via your web site(s):

Policy Period requested from: to:
Retroactive Date requested (applicable to Insuring Agreements 1., 2. and 3. only):
Insuring Agreement Retroactive Date

Web Site Publishing Liability

Security Breach Liability

Programming Errors And Omissions Liability
Name(s) of third-party Service Provider(s) related to this coverage:

\O1
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Il. COVERAGE REQUESTED

Overall Policy Aggregate: $

Insuring Agreement Aggregate Limits

Limit Of Insurance

1. Web Site Publishing Liability $ $
2. Security Breach Liability $ $
Is the coverage amendment to include only /
personal information held within the computer
system desired? D Yes D No
3. Programming Errors And Omissions Liability $ $
4. Replacement Or Restoration Of Electronic $ $
Data
5. Extortion Threats $ $
6. Business Income And Exira Expense
Deductibles Requested:
a. Monetary Deductible Amount requested: $
b. Waiting Period Deductible requested (hours):
7. Public Relations Expense $ $
8. Security Breach Expense ] $ $

Deductible Amount

lil. SUBSIDIARY COMPANIES

Name Of Subsidiary Nature Of Business
Date Created | Percentage Of State Or
Or Acquired Ownership Country Address(es) Of Web Site(s)
%
Name Of Subsidiary Nature Of Business
Date Created | Percentage Of State Or
Or Acquired Ownership Country Address(es) Of Web Site(s)
%
Name Of Subsidiary Nature Of Business
Date Created | Percentage Of State Or
Or Acquired Ownership Country Address(es) Of Web Site(s)
o ,

Page 2 of 11
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_IV. UNDERWRITING QUESTIONS

If you find that you do not have sufficient space below to thoroughly answer a question, please continue your
response on a separate sheet of paper and attach it to this Application.

If you are requesting coverage for Insuring Agreement 1. —- Web Site Publishing Liability, please an-
swer Questions 1. — 4.

Your Web Site Content Protocols

1. Do you purchase keywords from search engines or from other sources? D Yes l___| No
If Yes, what keywords have you purchased and from whom?

2. Are you presently using those purchased keywords? D Yes D No
3. Who provides the content for your web site(s)? Your employees
A third party
If content is provided by a third party, do you always:
a. Obtain a written agreement indicating that content provided by third parties

is considered work for hire? Yes No
b. Obtain a Hold Harmless Agreement from the provider of that content? Yes No
4. |s your web site(s) reviewed for infringement issues? Yes No
If Yes, please provide the name and title of the individual (or law firm) responsible:
Name:
.~ Title:

\OXY
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